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ABOUT MY LAB @CEA

CEA LIST, Software Safety & Security Lab

(" Specification & conception Verification & Validation
ion -

rigorous tools for building
high-level quality software

second part of V-cycle

automatic software analysis

mostly source code

. C

Software Analyzers
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IN A NUTSHELL

A Binary-level security analysis: many applications, many challenges
A Standard techniques (dynamic, syntactic) not enough

A Formal methods can h e | pbutmust be strongly adapted

A [Complement existing methods]

A Need robustness, precision and scalability!

A Acceptable to lose both correctness & completeness i in a controlled way
A New challenges and variations, many things to do!

A A tour on how formal methods can help

A Explore and discover -- with Josselin Feist
A Prove infeasibility or validity -- with Robin David
A Simplify (not covered here) -- with Jonathan Salwan
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OUTLINE
_ | A Focus mostly on Symbolic Execution
A Why binary-level analysis? A Give hints for abstract Interpretation

A Some background on source-level formal methods

A The hard journey from source to binary

A A few case-studies
Cover both

A vulnerability detection
A deobfuscation

A Conclusion
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OUTLINE

A Why binary-level analysis?

A Some background on source-level formal methods
A The hard journey from source to binary

A A few case-studies

A Conclusion
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BENEFITS

Source

i Compiler || Executable

No source code More precise analysis

|s it Stuxnet ?

Malware

What for: vulnerabilities, reverse (malware, legacy),
protection evaluation, etc.
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list EXAMPLE: COMPILER BUG _ , ,
ceatecn Security bug introduced by a non-buggy compiler

void getPassword(void) {
char pwd [64];

Source | Compiler NECata0l if (GetPassword(pwd,sizeof(pwd))) {
Code

/* checkpassword */

}

nemset (pwd, 0, sizeof (pwd) ) ;

}

1 Optimizing compilers may remove dead code

OpenSSH CVE-2016-0777
m pud never accessed after memset

1 Thus can be safely removed our goal here:
. A Check the code after compilation
1 And allows the password to stay longer in memory
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list EXAMPLE: MALWARE COMPREHENSION

Ceatech

APT: highly sophisticated attacks The day after: malware comprehension
A Targeted malware A understand what has been going on
A Written by experts A mitigate, fix and clean
A Attack: 0-days A improve defense
A Defense: stealth, obfuscation
A Sponsored by states or mafia I
USA elections: DNC Hack ._m =
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CHALLENGE: CORRECT DISASSEMBLY

P
R1l := R2+1
A := @(R1)
ABFFF780BD70686CA101001BDEAS
145634789 ABFFE 5 L
5A2B4 @
145rEDBCADﬁ.CBDAD459TDD3469U1 fEIEE true

3456KAHA30SGETHI45BFFADECADS

0011345

344252FFA H

FFFE254EADDAEEEEFTEEUEUDDDDU “——-__hq___ki R1 := R1+4 h A

A := @(R1) pus
L |
Basic reverse problem
A aka model recovery
A aka CFG recovery
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CAN BE TRICKY! A code i data

A dynamic jumps (jmp eax)

Sections Code Assembly
text (Functions) — L]
|
I ] ] ] ]
nqain ................ —— | | | |
[-1
66N90N66N98I unknown -
66 90 66 90 90 =
[-]
_libe_csu_init < E—
unknown o [[rep retn
Sesspomsessen e ik SessEE——] - ' [
push ebx
fini J —LEMM_Proc ... | sub esp, 8
. : call get_pc[..]
.rodata :fp_ﬁhw, —,!O-Stdm-USEd add ebx, 0x1217
08 B4 84 04 08 Vel add esp, 8
[ET 1B 63 3B 78 00 00 00 04 90 00 00 54 FD FF| Switchjump table pop ebx
.eh_frame_hdr L Lretn
m code m dead bytes m global csts m strings m pointers m other
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STATE-OF-THE-ART TOOLS ARE NOT ENOUGH

P
0x4013¢0  push %ebp ) Just add
e ™ @x4@14el  mov ¥esp,%ebp
0x481419  mov @xc(%esp), keax "y o
ox40141d  sub  $0x4,%eax g::g}jgi :ﬁ: i;:éxgizi’%eax mov %eax,%ecx
0x401420  imul - @xc(%esp),%eax ™ 0x401437 add  $0x40a064, %eax mov %ecx,%eax
@x481425  mov ¥eax, @xd (Hesp)
@x40143¢c  mov (%heax),keax
Ox491429 cmpl $0x6,0x4(Xesp)
ox40142e  ja 0x401420 @x491441 mow %eax, kecx
\. y, 0x401446 mov  %ecx,%eax and break results
@x4@144b  jmp *Heax
. Iy
Ax401520 .. ex49147@ ... @x4@14f0 ... Ax4014a0 ... Ox401450 . . .

@x4015a5 call D 0x4@1475 call F1 0x4014f5 call F2 Bx4014a5 call F3 0x401455 call Fe

0x4@16d0@ leave
@x4816d1 ret

With IDA
A Static (syntactic): too fragile |

A Dynamic: too incomplete
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[See later] CAN BECOME A NIGHTMARE WHEN OBFUSCATED

- e —m
.......... 20483d1
7 it 80483d6 |
D504 83F lea ecx, dword &3315K N
0ON060N5 1ea edl, [esden) XNy TEE T T T 0
00ne4 848 mou [esp-10hearg 14]), esi e T — H
09A068AC nov esi, [esp-18hearg 28] ST A S 20483d7 :
00506650 dec esi ooneests 9. » :
PON06051 j2 loc _WaFn72 OON0SSIR [ FUNMCTION CHUMK AT SOADSFAZ SI2F eeososte sy e ————— o}
—— v GONGARIE ; FUMCTION CHUNK AT ABAN AZZ SI2E S808BRRZ BV B
[GOROFATZ ; START OF FUMCTION CHUME FOR sub S00018] |eonessts mov dword_K33100, eax 20483da
Q0ueFA72 00806828 Moy eax, dword_LI3esc :
DOLUFAT2 loc ADFNTZ: 5 LpteduleNane 90406825 mov eax, [ecxeeax] e e e o e
OOUEFAZ2 push  dword ptr [ecx-0EAn] :::z :z :::' B
ey . - D0A620 mou  [eckeex], obx 80483db
00HEranse mov cax, [ecx+3Ch) N
e it
80483dc
80483de
eg: 7y% - 1 # x?
(for any value of x, y in modular
arithmetic) 0x40104d mov al, input_buffer(ecx] 040107
. 0x491053 or al, 0x7d .
! g:zg}gzg iiile’iia"iéf Ok01055 cp al, data_strlecx] A
’ ax40105b jnz Ox40107h N
mov eax, ds:X
mov ecx, ds:Y 2f =1 Secx < 18
imul ecx, ecx
imul ecx, 7 0x46105d inc ecx ) - 0x401063 ..,
sub eecx, 1 bunny_slopeéflare-on. con 0x40105e cmp ecx, 0x18 o
imul eax, eax 0x401061 31 oxdo104d ) You are success
cmp ecx, eax
jz <dead_addr>

B |NSTITUT s
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EXAMPLE: VULNERABILITY DETECTION

4B0E BBBR S0C3 5585 e5CT ppl? G000 AEbE 4800 6008 Sdc3 558
BOEE BOBE 4TO0 O0OB g

bFBe GEZL OO0 082 3
e5CT 8548 bfde BEZ2
5dc3 5589 2583 eclP
AaaEE 3148 bfFde BE232 F

Find vulnerabilities before the bad guys socs 1313 Secs 1

A On the whole program rocp S5t Sous e bera hsd o

froe 7415 807d FhOE 748F gogg

Entry point

A At binary-level Froa cuas Tees chas oo sasroEhe oot T Toie s Ih
o o7 [08 Tavh Tes aee

. - ehhe R
A Know only the entry point and program e oo ress fan et o

frae
Faap

In pUt format 0186 - 91 DROG ctds gaap G006 EEEE Eigg ;;E; g;gi EEE

caas | free

4B0F ; CTRS 4RRT Gedk G460 0BG
paEE chds FPE1 cb dfee BEEE c645 F7E1 cE4
fa@q ge7d Fcoa : cEd5 fa@d BOTd Fo@o 74l
48bf 8efB o780 9@ C7E5 4BoLT GedE @760 00O
ffop 740F 785 BE7d FFEE 740F CTES 4Bh
DROE Gled 500 ; eS0e DEAE GO39 9500 BAG
c645 908 cs45 fads geTd ; 645 Fal
feal 750a c7E5 4Bbf BeBB fgap 741 cTES 4Bb
fc@B 750a c7A5 4BbF GeBB ppop goea CTES 48D
fed@ 7506 B307d fRO0 F40c popp Goon & " BETd FFA
AAEBE @60R ebdbh ehd4S cE45 _7p5 ARRE =bdb e=bd
c645 o0l cE45 fadz BOTd fraq ced45 i cE4%5 Fad
3dc3 5587 eS5cT 0540 bfde ppbE 5488 054
VEBE BERD Sdc3 5358% e5cT BRE1Z AEEA 558
1000 BELE 4%00 B0OE S5dc3 B4 hfoe naa
sF@e GE21 OEO0 GBLE SEOD 5585 eSc7 0ok
257 @548 bfde 9822 G000 ppaE Sdc3 BEZ
sdc3d 5589 2583 eclB cTES pRhE 4908 ecl
ABEE al4E bFOe BOBE23 TEOD 38RF ceos BES

3b@a B54B =10b 0BFF e0cH 9F37 GO02Z OG0 Bbd4 B548 =10b OBF
10cE A5TR BBce 45Fa GOCT 45F7 GOcCE 456 0BcE 45T 20cE 45F
1088 GBEed dSE1 AOEE C645 p548 hfee PBEEZ 0008 GEe? d9E1 088
cB4L foBB cE45 fa@l BOTd frol ce4s FEEE ceas fopa ceas fas
1BbfF QedB Q300 0DOE BOTd FhOE 750a 705 4BbF Gedd @360 00O
fc@@ 750a C7E5 4Bbf GedB fba@ 7418 8@87d fcd@@ 750a c7ES 4Bb
feae 7415 @e7d fhoe 740F poap AR BE7d frAE 7415 BR7d Tha
IGAE BEA8 =5HE B18008 GBeY c7as 4Ebf @eEE DEOE GDEA =SHE B1D
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EXAMPLE: VULNERABILITY DETECTION

m dangling pointer on deallocated-then-reallocated memory
m may lead to arbitrary data/code read, write or execution

m standard vulnerability in C/C++ applications (e.g. web browsers)
firefox (CVE-2014-1512), chrome (CVE-2014-1713)

char xlogin , xpasswords;
login=(char %) malloc (...);

free_( login); // login is now a dangling pointer

passwords=(char %) malloc (...); // may re-allocate memory of *login
printf("%s\n”, login); // security threat : may print the passwords !
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Find a needle in the heap!

Dynamic: not enough
A Too incomplete

4BDE BERR 50c3 5589 @5CT g1z G666

CHALLENGE: In-depth exploration (example: use after free)

BooE A0kBE 4Z40 aboe L
bFBe GEZL OO0 082 3
e5CT 8548 bfde BEZ2
5dc3
BanE
Bhi@dg
epcE
oo
645
4 Bl F
foae
fcap
BLEaE
Fol
fcag
aLEE
chas
feDE
fcag
Faap
oLEE
CH45
4B
DanE
fadd
4 BT
Fram
DR
CH45
fean
Fe@i
femid
AR
cEAS
FAC3 S589

(EEE BEERA

1080 fobLE Lded poap
FBe GEZL OO0 08LE SE0D ssagc
25CT G548 bf@e BE22 GOOD QERE
sdc3 5589 2583 eclB cTBS pabE
I0EE a14E bFAe BE23 FEAD g4BRF
IhiEd B548 =10b 0BEFF =0ch gFay?
IBCE 45TD @BcEé 45Fa @OCT 45F7
IDEE B0ec? d9E1 AEEE CHE45 AS4E
-64L fOBD ceaA% fadl BETd froa
18F Ge0E @300 000E BOTd FhOE
feae 750a 785 480 Ge¢0B fhae
Frae 7415 3R7d fhae 740F poap
IGA0 GOA0 =5H8 4100 A0&D -ras
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Entry point

g 1=l
Ll e
ecll
BEE

Bh@4 8548 =10b OBF
gpcE 45f9 28cE 451
BARE @Re? d9E1 AAE
c6a5 fope ced4s fad
4B8bF Gedd @360 00O
foc@@d 756a cTESsS 4BbD
foa@ 7415 887d Tha
BEDE ODBE =SHE D13
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BONUS: (MULTI-)ARCHITECTURE SUPPORT

' | |
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