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ABOUT MY LAB @CEA

CEA LIST, Software Safety & Security Lab

(" Specification & conception Verification & Validation
ion -

rigorous tools for building
high-level quality software

second part of V-cycle

automatic software analysis

mostly source code

. C

Software Analyzers
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IN A NUTSHELL

Binary-level security analysis: many applications, many challenges

Standard techniques (dynamic, syntactic) not enough

Formal methods can help ... but must be strongly adapted

« [Complement existing methods]

* Need robustness, precision and scalability!

« Acceptable to lose both correctness & completeness — in a controlled way
 New challenges and variations, many things to do!

A tour on how formal methods can help

« Explore and discover -- with Josselin Feist
* Prove infeasibility or validity -- with Robin David
« Simplify (not covered here) -- with Jonathan Salwan
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OUTLINE
_ _ * Focus mostly on Symbolic Execution
Why binary-level analysis? « Give hints for abstract Interpretation

Some background on source-level formal methods

The hard journey from source to binary

A few case-studies

Cover both

« vulnerability detection
« deobfuscation

Conclusion
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OUTLINE

 Why binary-level analysis?

« Some background on source-level formal methods
 The hard journey from source to binary

« A few case-studies

e Conclusion
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BENEFITS

Source

i Compiler || Executable

No source code More precise analysis

|s it Stuxnet ?

Malware

What for: vulnerabilities, reverse (malware, legacy),
protection evaluation, etc.

Sébastien Bardin
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list EXAMPLE: COMPILER BUG _ , ,
ceatecn Security bug introduced by a non-buggy compiler

void getPassword(void) {
char pwd [64];

Source | Compiler NECata0l if (GetPassword(pwd,sizeof(pwd))) {
Code

/* checkpassword */

}

nemset (pwd, 0, sizeof (pwd) ) ;

}

1 Optimizing compilers may remove dead code

OpenSSH CVE-2016-0777
m pud never accessed after memset

1 Thus can be safely removed our goal here:
. . Check the code after compilation
1 And allows the password to stay longer in memory
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list EXAMPLE: MALWARE COMPREHENSION

Ceatech

APT: highly sophisticated attacks The day after: malware comprehension
« Targeted malware  understand what has been going on

« Written by experts * mitigate, fix and clean

« Attack: O-days e Improve defense

Defense: stealth, obfuscation
Sponsored by states or mafia

USA elections: DNC Hack B
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CHALLENGE: CORRECT DISASSEMBLY

P
R1l := R2+1
A := @(R1)
ABFFF780BD70686CA101001BDEAS
145634789 ABFFE 5 L
5A2B4 @
145rEDBCADﬁ.CBDAD459TDD3469U1 fEIEE true

3456KAHA30SGETHI45BFFADECADS

0011345

344252FFA H

FFFE2546#«DDAEEEE?TEEUEUDDDDU hﬂ"‘i R1 := R1+4 h A

A := @(R1) pus
L |
Basic reverse problem
« aka model recovery
« aka CFG recovery
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CAN BE TRICKY! * code —data

« dynamic jumps (jmp eax)

Sections Code Assembly
text (Functions) — L]
|
I ] ] ] ]
nqain ................ —— | | | |
[-1
66N90N66N98I unknown -
66 90 66 90 90 =
[-]
_libe_csu_init < E—
unknown o [[rep retn
Sesspomsessen e ik SessEE——] - ' [
push ebx
fini J —LEMM_Proc ... | sub esp, 8
. : call get_pc[..]
.rodata :fp_ﬁhw, —,!O-Stdm-USEd add ebx, 0x1217
08 B4 84 04 08 Vel add esp, 8
[ET 1B 63 3B 78 00 00 00 04 90 00 00 54 FD FF| Switchjump table pop ebx
.eh_frame_hdr L Lretn
m code m dead bytes m global csts m strings m pointers m other

.'IINSHTUT
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STATE-OF-THE-ART TOOLS ARE NOT ENOUGH

P
0x4013¢0  push %ebp ) Just add
e ™ @x4@14el  mov ¥esp,%ebp
0x481419  mov @xc(%esp), keax "y o
ox40141d  sub  $0x4,%eax g::g}jgi :ﬁ: i;:éxgizi’%eax mov %eax,%ecx
0x401420  imul - @xc(%esp),%eax ™ 0x401437 add  $0x40a064, %eax mov %ecx,%eax
@x481425  mov ¥eax, @xd (Hesp)
@x40143¢c  mov (%heax),keax
Ox491429 cmpl $0x6,0x4(Xesp)
ox40142e  ja 0x401420 @x491441 mow %eax, kecx
\. y, 0x401446 mov  %ecx,%eax and break results
@x4@144b  jmp *Heax
. Iy
Ax401520 .. ex49147@ ... @x4@14f0 ... Ax4014a0 ... Ox401450 . . .

@x4015a5 call D 0x4@1475 call F1 0x4014f5 call F2 Bx4014a5 call F3 0x401455 call Fe

0x4@16d0@ leave
@x4816d1 ret

; ; _ With IDA
« Static (syntactic): too fragile

 Dynamic: too incomplete

B |NSTITUT .
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Sébastien Bardin -- ISSISP 2017 |11 F [THGUPSaclay ]| PARIS SACLAY




[See later] CAN BECOME A NIGHTMARE WHEN OBFUSCATED

- e —m
.......... 20483d1
7 it 80483d6 |
D504 83F lea ecx, dword &3315K N
0ON060N5 1ea edl, [esden) XNy TEE T T T 0
00ne4 848 mou [esp-10hearg 14]), esi e T — H
09A068AC nov esi, [esp-18hearg 28] ST A S 20483d7 :
00506650 dec esi ooneests 9. » :
PON06051 j2 loc _WaFn72 OON0SSIR [ FUNMCTION CHUMK AT SOADSFAZ SI2F eeososte sy e ————— o}
—— v GONGARIE ; FUMCTION CHUNK AT ABAN AZZ SI2E S808BRRZ BV B
[GOROFATZ ; START OF FUMCTION CHUME FOR sub S00018] |eonessts mov dword_K33100, eax 20483da
Q0ueFA72 00806828 Moy eax, dword_LI3esc :
DOLUFAT2 loc ADFNTZ: 5 LpteduleNane 90406825 mov eax, [ecxeeax] e e e o e
OOUEFAZ2 push  dword ptr [ecx-0EAn] :::z :z :::' B
ey . - D0A620 mou  [eckeex], obx 80483db
00HEranse mov cax, [ecx+3Ch) N
e it
80483dc
80483de
eg: 7y% - 1 # x?
(for any value of x, y in modular
arithmetic) 0x40104d mov al, input_buffer(ecx] 040107
. 0x491053 or al, 0x7d .
! g:zg}gzg iiile’iia"iéf Ok01055 cp al, data_strlecx] A
’ ax40105b jnz Ox40107h N
mov eax, ds:X
mov ecx, ds:Y 2f =1 Secx < 18
imul ecx, ecx
imul ecx, 7 0x46105d inc ecx ) - 0x401063 ..,
sub eecx, 1 bunny_slopeéflare-on. con 0x40105e cmp ecx, 0x18 o
imul eax, eax 0x401061 31 oxdo104d ) You are success
cmp ecx, eax
jz <dead_addr>

B |NSTITUT s
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EXAMPLE: VULNERABILITY DETECTION

4B0E BBBR S0C3 5585 e5CT ppl? G000 AEbE 4800 6008 Sdc3 558
BOEE BOBE 4TO0 O0OB g

bf@e GEZ1 GRO0O O0LE
e5CT @548 bfde 8522

Entry point

e On the Wh0|e program G8of beos o360 0500 B07d |
. At binary_level ?’EEE EFeT B :ggg B1aE Goe9 c705 4gk ; DERE GORA ~SHE B18
« Know only the entry point and program

BEAE a14B bFEe BEA3
fco@@ 750a 785 4Bbf Be®B fpap 7418
BLEE
In t format 2 L8 BE7d frEE 748F CTES 48h
U 0186 SO1 000G ctdb pran G000 =%0e O1O0 A0ed A%E1 08O

Find vulnerabilities before the bad guys coca 3315 aaes o0
caas | free

4B0F ; CTRS 4RRT Gedk G460 0BG
paEE chds FPE1 cb dfee BEEE c645 F7E1 cE4
fa@q ge7d Fcoa : cEd5 fa@d BOTd Fo@o 74l
48bf 8efB o780 9@ C7E5 4BoLT GedE @760 00O
ffop 740F 785 BE7d FFEE 740F CTES 4Bh
DROE Gled 500 ; eS0e DEAE GO39 9500 BAG
c645 908 cs45 fads geTd ; 645 Fal
feal 750a c7E5 4Bbf BeBB fgap 741 cTES 4Bb
fc@B 750a c7A5 4BbF GeBB ppop goea CTES 48D
fed@ 7506 B307d fRO0 F40c popp Goon & " BETd FFA
AAEBE @60R ebdbh ehd4S cE45 _7p5 ARRE =bdb e=bd
c645 o0l cE45 fadz BOTd fraq ced45 i cE4%5 Fad
3dc3 5587 eS5cT 0540 bfde ppbE 5488 054
VEBE BERD Sdc3 5358% e5cT BRE1Z AEEA 558
1000 BELE 4%00 B0OE S5dc3 B4 hfoe naa
sF@e GE21 OEO0 GBLE SEOD 5585 eSc7 0ok
257 @548 bfde 9822 G000 ppaE Sdc3 BEZ
sdc3d 5589 2583 eclB cTES pRhE 4908 ecl
ABEE al4E bFOe BOBE23 TEOD 38RF ceos BES

3b@a B54B =10b 0BFF e0cH 9F37 GO02Z OG0 Bbd4 B548 =10b OBF
10cE A5TR BBce 45Fa GOCT 45F7 GOcCE 456 0BcE 45T 20cE 45F
1088 GBEed dSE1 AOEE C645 p548 hfee PBEEZ 0008 GEe? d9E1 088
cB4L foBB cE45 fa@l BOTd frol ce4s FEEE ceas fopa ceas fas
1BbfF QedB Q300 0DOE BOTd FhOE 750a 705 4BbF Gedd @360 00O
fc@@ 750a C7E5 4Bbf GedB fba@ 7418 8@87d fcd@@ 750a c7ES 4Bb
feae 7415 @e7d fhoe 740F poap AR BE7d frAE 7415 BR7d Tha
IGAE BEA8 =5HE B18008 GBeY c7as 4Ebf @eEE DEOE GDEA =SHE B1D

B NSTITUT .
P . . CARNOT te
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EXAMPLE: VULNERABILITY DETECTION

m dangling pointer on deallocated-then-reallocated memory
m may lead to arbitrary data/code read, write or execution

m standard vulnerability in C/C++ applications (e.g. web browsers)
firefox (CVE-2014-1512), chrome (CVE-2014-1713)

char xlogin , xpasswords;
login=(char %) malloc (...);

free_( login); // login is now a dangling pointer

passwords=(char %) malloc (...); // may re-allocate memory of *login
printf("%s\n”, login); // security threat : may print the passwords !
Sébastien Bardin - ISSISP 2017 | 14 pf ey L0 orsie




CHALLENGE: In-depth exploration (example: use after free)

4B0E BBBR S0C3 5585 e5CT ppl? G000 AEbE 4800 6008 Sdc3 558
A0EE BORE 4500 0000 4

bF@e @21 GO0 O0BbE 3
e5CT @548 bfde 8522 1

Find a needle in the heap! i

Bhi@dg
epcE
oo
645
4 Bl F
foae
fcap
BLEaE
Fol
fcag
aLEE
chas
feDE
fcag
Faap
oLEE
CH45
4B
DanE
fadd
4 BT
Fram
DR
CH45
fean
Fe@i
femid
AR
cEAS

¥C3 S5

Entry point

(EEE BEERA

1080 fobLE Lded poap

FBe GEZL OO0 08LE SE0D 5589 =5C7 [R5 =1}
25CT G548 bf@e BE22 GOOD @ERE SdC3 QB2
sdc3d 5589 2583 eclB cTES pRhE 4908 ecl
08B a14E bFAe BE23 FEAD 48RF QenB R

3b@a B54B =10b 0BFF e0cH 9F37 GO02Z OG0 Bbd4 B548 =10b OBF
10cE A5TR BBce 45Fa GOCT 45F7 GOcCE 456 0BcE 45T 20cE 45F
1088 GBEed dSE1 AOEE C645 p548 hfee PBEEZ 0008 GEe? d9E1 088
cB4L foBB cE45 fa@l BOTd frol ce4s FEEE ceas fopa ceas fas
1BbfF QedB Q300 0DOE BOTd FhOE 750a 705 4BbF Gedd @360 00O
fc@@ 750a C7E5 4Bbf GedB fba@ 7418 8@87d fcd@@ 750a c7ES 4Bb
feae 7415 @e7d fhoe 740F poap AR BE7d frAE 7415 BR7d Tha
IGAE BEA8 =5HE B18008 GBeY c7as 4Ebf @eEE DEOE GDEA =SHE B1D

Dynamic: not enough
« Too incomplete

L —
. universite
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BONUS: (MULTI-) ARCHITECTURE SUPPORT

Instruction ; ;
Prefixes Opcode ModR/M SIB Displacement Immediate
Up to four 1-, 2-, or 3-byte 1 byte 1 byte Address Immediate
prefixes of  opcode (if required) (if required) displacement data of
1 byte each of1,2, ord 1,2, 0r4d

(optional) / \ bytes ornone  bytes or none

7 65 32 0 7 65 32 0
Mod DI'E'}Q;E R/M Scale | Index Base

ro{/r}

o
r

L oL |AH
ria{sr} LA & [= S -
razisfri |EAN EBX |[ESP
mm|Sr} e MM
xmal Sr) 2| XS [
sreq IES 03 |Fs
AR ICRE 2 |CR3 |CR4
LT [a=:] DR3 ml
{In decimal) fdigit (Opcode) o 3 |
{In binary) RCE = oo i 011 [100
Example of x86 e e
[EAX] aa(000| @6 [ 08 | 16 | 18 |26 | 28 | 2& | 38
[ECcx] 91| B2 | 89 |12 | 19 | =21 | 29 | 32 | 39
o = [EDx] o18| B2 | 8A | 42 | am [ =22 | 24 | 32 | aa
more than 1,000 instructions e oic| o3 [ an | 13 | 25 |2 [ 2a | 33 ]
[2ib] 100| o4 Joc |24 | 1o |24 | 20| 34 | 3c
. diup"ﬂ 141| ©F | 0D | 15 D | 25 EZD | 25 | I
I 1
. &2 400 basic ol i HHMHEEEE
[EaX]+dispa a1|aaal 48 [ 28 |56 [ 5B [eB [ &8 | 78 | 78
- [Ecx]+dispa 841 41 |40 |51 (52 |61 |82 | 72| 70
[EDx]+disps a1a| 42 | 4a |52 [ sa |62 [8a | 72 ] 7A
. + float, interrupts, mmx sy =l e = 2] 2] 2
[sib]+dispa 100| 44 | #4c | B4 | 50 |64 | B0 | 74 | 7O
[EBP]+dispa 101| 45 | 40 | 66 | 5D | &6 | 60 | 76 | 7D
- ESI]+di 110| 40 | 4C | o0 OE | &0 BE | TG | TE
many side-effects oot atepe i P A P P B B
[EAX]+d15p32 164|666 BB | BB | BB | 98 | A8 | AR | BB | B8
[ECX]+d1sp32 @61) 61 | 69 |91 | 99 | A1 | A9 | B1 | &9
d d- [EDX]+d1sp32 aia| B3 | BA | B2 | 9& | AZ | AA | B2 | BA
— +d1
error-prone decoding Lain dicpss e e I e
[EBP]+dispaa 101| g | 80 (o5 | oo [ A5 | AD | B | B0
= - [E8I]+dispaz 1108| 86 | 8E | 86 | 9E | A6 | AE | BE | BE
. addressing modes, prefixes, 1] g il el e e b el e
ALSAKTEARSSTO HMG KHME| 11 |aa8| OB ca DB Ds | BB ES F& F8
CLACESECKSSTL ML, KHML| 881| C1 | ©9 | 01 03 | E1 (d:=] F1 F3
DL DES EDES ST 2 HHE " KHHZ 818| C2 CA | OZ DA | EZ EA F2 FA
BLABXSEBXSSTI M3 KM 811 C3 | CB |03 | DB | E3 | EB | F3 | FB
AHSSPIESP/STAMMAS KMMA| 166) C4 | CC | D4 | DC | E4 | EC | F4 | FC
CHIRPSFRPIATSS 1481l C&5 [ 1] ns | F5

[
()]

n

=
l‘:
qﬁ
=
2EE
T -
i [
;OC
-

.
universite

PARIS-SACLAY
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THE SITUATION

Binary-level security analysis is necessary

Binary-level security analysis is highly challenging (*)

Standard tools are not enough — experts need better help!

(*) i.e., more challenging e Static (syntactic): too fragile
than source code analysis  Dynamic: too incomplete
Sébastien Bardin - ISSISP 2017 | 17 .". e




SOLUTION? BINARY-LEVEL SEMANTIC ANALYSIS

Semantic tools help make sense of binary

Semantic preserved

m Develop the next generation of binary-level tools'!

by compilation or

m motto : leverage formal methods from safety critical systems jobfuscation
Model Source code
%l J % o= ®-1 Ir:tf::[l:;‘_t x, int y) {
®i=ath E | int c=y;
while (c=0} do {
k++;
wmid f =i}
eturn k;
} vR
Assembly Executable
_T;-::: A 100 ARFFFTROADTOSSECALGLOO1BOEAS
B usereazswerreersancrise
cmp B O 145MEBRCADAC RDADASSTOOR46501
ile lael JASBRAASSCETHUSDITADECAD C b
nit Dbl an reason about
mowve @100 B

sets of executions
Challenges

u
u
u
u
u
il

o

' BINSTITUT
L, . . CARNOT
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OUTLINE

Why binary-level analysis?

Some background on source-level formal methods

The hard journey from source to binary

A few case-studies

Conclusion

Sébastien Bardin -- ISSISP 2017 | 19 @
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BACK IN TIME: THE SOFTWARE CRISIS (1969)

The major cause of the software crisis is that the machines have become
several orders of magnitude more powerful | To put it quite bluntly : as long as
there were no machines, programming was no problem at all; when we had a
few weak computers, programming became a mild problem, and now we have

gigantic computers, programming has become an equally gigantic problem.

- Edsger Dijkstra, The Humble Programmer (EWD340)

PTom

http ://en.wikipedia.org /wiki/List_of_software_bugs

Testing can only reveal the presence of errors but never their absence.
- E. W. Dijkstra (Notes on Structured Programming, 1972)

Sébastien Bardin -- ISSISP 2017 | 20




m Between Software Engineering and Theoretical Computer Science

ABOUT FORMAL METHODS

m Goal = proves correctness in a mathematical way

|Success in safety-critical

Model Source code

> [ [ > ve

Kind of properties

Key concepts : M = ¢

M : semantic of the program absence of runtime error

@ : property to be checked pre/post-conditions

temporal properties

= : algorithmic check

.
universite
RIS-SACLAY
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A DREAM COME TRUE ... IN CERTAIN DOMAINS

Industrial reality in some key areas, especially safety-critical domains

m hardware, aeronautics [airbus]|, railroad [metro 14|, smartcards, drivers
[Windows], certified compilers [CompCert] and OS [Sel4], etc.

Verification of
m runtime errors [Astrée]
functional correctness [Frama-C *]

numerical precision [Fluctuat *|

source-binary conformance [CompCert]

ressource usage [Absint]

* : by CEA DILS/LSL

Sébastien Bardin -- ISSISP 2017 | 22




A DREAM COME TRUE ... IN CERTAIN DOMAINS (2)

Verification of drivers [SDV]|

m conformance to MS driver policy

M iadows10

m home developers

m and third-party developers

Things like even software verification, this has been the Holy Grail of computer
science for many decades but now in some very key areas, for example, driver
verification we're building tools that can do actual proof about the software
and how it works in order to guarantee the reliability.

- Bill Gates (2002)

Sébastien Bardin -- ISSISP 2017 | 23



list OVERVIEW OF FORMAL METHODS

Ceatech

Semantics
 Precise meaning for the domain of evaluation and the effect of instructions
« QOperational semantics = « interpreter »

Properties
 From Invariants / reachability to safety/liveness/hyper-propertiesl/...
* On software: mostly invariants and reachability

Algorithms:

« Historically: Weakest precondition, Abstract interpretation, model checking
« Correctness: the analysis explores only behaviors of interest

« Completeness: the analysis explores at least all behaviors of interest

W _kNor :
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list OVERVIEW OF FORMAL METHODS

Ceatech

Trends:

* Frontier between techniques disappear
 master abstraction (correct xor complete)
e reduction to logic

* sweet spots

 Representative
* |ndustrial successes at

Next: source-level
+ Al: complete (can prove invariants) -- 1977 * Adaptation to binary:
e DSE: correct (Can find bugS) -- 2005 Vel‘y different situations
Sébastien Bardin -- ISSISP 2017 | 25 .". nstse
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#
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Y

Bad :’

states |
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-
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list ABSTRACT INTERPRETATION IN PRACTICE

noeud

ip

NN N | X

= | H| | || H| | | | o

o ) U e e M P i el
Ol W[ Wl W Wl Ww| Wl w| | I N

O[N] WN =] O

—| | 4™

Sébastien Bardin -- ISSISP 2017 | 27




ABSTRACT INTERPRETATION IN PRACTICE

Key points:

« Infinite data: abstract domain
« Path explosion: merge
 Loops: widening

In practice:
 Tradeoff between cost and precision

 Tradeoff between generic & dedicated domains

It is sometimes simple and useful
« taint, pointer nullness, typing

Big successes: Astrée, Frama-C, Clousot

A

Sébastien Bardin -- ISSISP 2017 | 28




list DYNAMIC SYMBOLIC EXECUTION

Ceatech

cch (DSE, Godefroid 2005)

int main () { -2
int x = input(); m =T
int y = input(); Perfect for intensive testing
int z = 2 * y;
if (z == x) { « Correct, relatively complete
if (x >y + 10) « No false alarm
failure; e Robust
} + Scale in some ways
SUCCess,
; ) /] mcomplete
PC: T;\ 20 # X0 \
N
~ PC: Tf\Qy[}_fo\x@ > Vo + 10
PC: T;\Eyg—)({)f\xﬂiyg-l—lﬂ
N

Sébastien Bardin -- ISSISP 2017 | 29




DSE: PATH PREDICATE COMPUTATION
T (DSE, Godefroid 2005)

Loc | Instruction
0 iInput(y,z
1 Wp:(;{—F%_ let Wl 2 YU + 1 in
. X '=w -+ 3 |etX2§W1—|—3in
3 | if (x <2 *z) (branche True) X2 <2 x LoNX2 2 Lo
4 | if (x < z) (branche False)

W Carnof ;
Sébastien Bardin -- ISSISP 2017 | 30 « M e R




DSE: GLOBAL PROCEDURE
. (DSE, Godefroid 2005)

input : a program P
output : a test suite TS covering all feasible paths of Paths<k(P)

m pick a path o € Paths=K(P)
m compute a path predicate p, of o
m solve ¢, for satisfiability

m SAT(s)? get a new pair <s, o >
m loop until no more path to cover

BINSTITUT .
, . . ' CARNOT NUITEL:S
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ABOUT ROBUSTNESS (imo, the major advantage)
. Goal = find input leading to ERROR
(assume we have only a solver for linear integer arith.)

g(int x) {return x*x; }
f(int x, int y) {z=g(x); if (y == z) ERROR; else 0K }

Symbolic Execution « concretization »
« Keep going when symbolic

m create a subformula z = x * x, out of theory [FAIL] ) :
reasoning fails

Tune the tradeoff genericity
Dynamic Symbolic Execution - cost

m first concrete execution with x=3, y=5 [goto OK]

m during path predicate computation, x * x not supported

. X is concretized to 3 and z is forced to 9
m resulting path predicate : x =3Az=0Ay =2
m a solution is found : x=3, y=9 [goto ERROR] [SUCCESS]

Sébastien Bardin -- ISSISP 2017 | 32
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list DSE

Ceatech

Three key ingredients

« Path predicate & solving
« Path enumeration

« C/S policy

Limits

e #paths -> petter heuristics (?), state merging, distributed search,
path pruning, adaptation to coverage objectives, etc.

e solving cost -> preprocessing, caching, incremental solving,
aggressive concretization (good?)
[wait for better solvers ©]

* Preconditions/postconditions/advanced stubs

W _ irior :
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DSE: PATH PREDICATE MAY BE COMPLICATED

X = a+b

Xns1 = An + B, store(M, addr(X), load(M, addr(A)) + load(M, addr(B)))

let tmpA = load(M,addr(A)) @ load(M,addr(A)+1) @ load(M,addr(A)+2)
and tmpB = load(M,addr(B)) @ load(M,addr(B)+1) @ load(M,addr(B)+2)
in
let nX = tmpA+tmpB
in
store(
store(
store(M, addr(X), nX[0]),
addr(X) + 1, nX[1]).
addr(X) + 2, nX][2])

W2 ois! ;
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T DSE: SEARCH

Ceatech

« Search heurstics matters
« But no good choice (hint: DFS is often the worst)
« The engine must provide flexibility

Sébastien Bardin -- ISSISP 2017 | 35
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DSE: SEARCH (2)

Generic engine
« Score each active prefix

* Pick the best & expand
« Easy encoding of many

heuristics
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C/S POLICIES

Robustness : what if the instruction cannot be reasoned about?

B missing code, self-modification
m hash functions, dynamic memory accesses, NLA operators

concretization symbolization

program path predicate
; . a =5
;n?gt; :,bb X1 = a x b A x1 =5xb x1 = fresh
x:-x+1 AL A Al x2 = x1 +.1 A x2 =x1+1
3 A > A
//assert x > 10 \ %2 >.18 x2 > 10 A x2 > 10
((P1 ) (<P2 ) ((P3 )
Solutions

m Concretization : replace by runtime value [lose completeness]

m Symbolization : replace by fresh variable [lose correctness]

' B NSTITUT
CARNOT

.
universite
RIS-SACLAY
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C/S POLICIES (2)

Consider the following situation

B instruction x := @(a * b)
m your tool documentation says : “memory accesses are concretized”

m suppose that at runtime :a = 7, b = 3

What is the intended meaning ? [perfect reasoning : x == select(M, a x b)]
CS1 : x == select(M,21) [incorrect]
CS2: x ==select(M,21) ANax b==21 [minimal]
CS3: x ==select(M,21) Na==TAb==3 [atomic]

No best choice, depends on the context

« C/S policy matters

m acceptable loss of correctness / completeness ? .
g / ’ * But no good choice

m is it mandatory to get rid off x 7 « The engine must provide flexibility

' B NSTITUT
CARNOT

.
universite
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Sébastien Bardin -- ISSISP 2017 | 38 o Ml i S
I




C/S POLICIES (3)

DSE
Generic C/S
o @D
<D <, &
A
T
Generic engine cslm. cami cslm.
spec spec spec

» C/S specification
 DSE parametrized by C/S

concretization
symbolization
propagation

cs : loc x instr x state X expr —

Y ©» O

' B NSTITUT
CARNOT

.
universite
IS-SACLAY
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OUTLINE

 Why binary-level analysis?

« Some background on source-level formal methods
 The hard journey from source to binary

« A few case-studies

e Conclusion
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NOW: BINARY-LEVEL SECURITY

Model Source code

int foo(int x, inty) {
int k= x;
int c=y;
while (c>0) do {
kK++;
c--}
return k;

}

Xx=0/x:=x-1

Assembly

Executable

_start:

ABFFF780BD70696CA101001BDE45
load A 100 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009F5F5D1E0835715697
cmp B O 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
label: FFF22546ADDAE989776600000000
move @100 B

B NSTITUT .
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THE HARD JOURNEY FROM SOURCE TO BINARY

| ow-level semantics of data

m machine arithmetic, bit-level operations, untyped memory Wanted

» difficult for any state-of-the-art formal technique * robustness

* precision
e scale

Low-level semantics of control
m no distinction data / instructions, dynamic jumps (jmp eax)

m no (easy) syntactic recovery of Control-Flow Graph (CFG)

» violate an implicit prerequisite for most formal techniques

Diversity of architectures and instruction sets

m support for many instructions, modelling issues

» tedious, time consuming and error prone
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list ADAPTING DSE and Al to BINARY: two very different stories

Ceatech

DSE is quite easy to adapt
 thx to SMT solvers (arrays+bitvectors)

« thx to concretization Problems |
* Low-level control: jump eax

« yet, performance degrades
* Low-level data: memory

* Low-level data: flags

Al is much more complicated

« Even for « normal » code

* btw, cannot expect better than
source-level precision

Problem solved: multi-architecture
* rely on some IR

W _kNor :
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list FULL DISCLOSURE: the BINSEC tool

cea ;ech

E Still very young!

NSEC
4

-,

Semantic analysis for binary-level security
« Help make sense of binary

« more robust than syntactic

* more exhaustive than dynamic

)

ebx 1= ecx + 1
gax .= @(ebx)

Some features

« Help to recover a simple model

 |dentify feasible events (+ input)

« Identify infeasible events (eg, protections)
« Multi-architecture

P gax .= @(ebx)

Challenges & ?f e

e Binary analysis .m

gbx :=

\eax =

|esp = eaxl

e Scalability

e Robustnhess w.r.t obfuscation

B NSTITUT .
. . . ' CARNOT NUITEL:S
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x86

ABFFFTROBDTOGS6CALOI0D1BDEAS
145634 789234ABFFEGTEABDCFAS6
SAZB4CEDO0OSFSFSD1EOB3IST1S69T
145FEQBCADACBDADMSSTO0IAGS0L
ZASEKAHAZOSGETHIASBFFADECADS
001134567 35FFD451E13AB0R0DAD
344252FFAADBDAASTI4SFDTE000]
FFF22546ADDAEIESTTEE00000000

ARM

ABFFFTR0BDTOGSECALIOL00IBDEAS
145634 TE9234ABFFEGTEABDCFA456
SAZBACGEDODUFSFSD1EQEIS FLAEGT
145FEDBCADACEDADASITOOZ46301
34 56KAHAIOSGETHIASBFFADECAD3
00113456735FFD4A51E13ABOEODAD
334252FFAADBDAASTIASFRDTEOOOL
FFF22546A0DAES89T TE60000:0000

UNDER THE HOOD

Static analysis

IR

ABFFFTE0BDTOEIECALIDL001BDELS
145634789234 ABFFEGTEABDCF456
SAZBACEDOOSFSFED1EDEISTISEOT
145FEDBCADACEDADASITOO346901
45E6KAHAINSGETHI4SBEFFADECAD
00113456T35FFDASLEL3ABOBODAD
344352FFAADBDAAS 7 3A5FDTBOD01
FFF22546ADDAESEITTEGOONDOD00

[malware analysis

Symbolic execution

m lhs := rhs
B goto addr, goto expr

m ite(cond)? goto addr

!

vulnerabilities

B assume, assert, nondet

syntactic

ABFFFT80B070696CA1010018DE4S CFG
14563479234ABF FEGTBABDCF456
SA2B4CED00OFSFSDIE0ISTISHAT [ r@covery
145FEDBCADACBDADAS3700346901
3056KAHAI0SG67H3ASBFFADECAD3
00113436735FFD451E13ABOB0DAD
344252FFAADBDAIST345FDT80001

FFF22546ADDAE9BY7 76600000000

VA

execution trace
——

disassembly IR
new input

dynamic

partial safe\

CFG

static

dynamic
symbolic
execution

'/obfuscation

information

disassembly

PC:=T

input ()

put ()
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INTERMEDIATE REPRESENTATION T

Py U P e I — m goto addr, goto expr

e ol T - .

RN m ite(cond)? goto addr
¥

[ 12 0 7 ES i 0

Hod uﬁﬂﬁe RiM Scle | Index | Bas

« Concise

81 c3 57 1d 00 00 | “"="“[ADD EBX 1d57| |+ Well-defined
* Clear, side-effect free

(0x29e ,0) tmp := EBX + 7511;

(0x29 ,1) OF := (EBX{31,31}=7511{31,31}) && (EBX{31,31}<>tmp{31,31});
(0x29e ,2) SF := tmp{31,31};

(0x29e ,3) ZF := (tmp = 0);

(0x28e ,4) AF := ((extu (EBX{0,7}) 9) + (extu 7511{0,7} 9)){8,8};
(0x29e ,6) CF := ((extu EBX 33) + (extu 7511 33)){32,32};

(0x29e ,7) EBX := tmp; goto (0x2a4,0)
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INTERMEDIATE REPRESENTATION +
simplifications

e Inspired from standard compiler

program native DBA opt (DBA) .
loc loc time loc red optim
bash 166K | 550K | 673.61s 389K  30.45%
cat 8K | 23K 18.54s 18K 23.02% e Targets : flags & temp
echo 4K 10K 6.96s 8K 24.26% .
less 23K 80K 69.99s 55K  30.96% e Sound : w.r.t. incomplete CFG
s 19K 63K 65.69s 44K 30.58% _
mkdir 8K | 24K | 19748 17K  29.50% e Inter-procedural (summaries)
netstat 17K 50K 52.59s 40K 20.05%
ps 12K 36K 36.99s 27K 23.98%
pwd 4K 11K 7.69s oK  23.56%
rm 10K 30K 24.93s 2K 25.24%
sed 10K 32K 28.85s 23K 26.20%
tar 64K | 213K | 242.96s 154K  27.48%
touch 8K 26K 24.28s 18K 27.88% * IR level
uname 3K 10K 6.99s 8K 23.62% * machine-instruction level
 program level
reduction
time dba instr | tmp assigns | flag assigns
BINSEC 1279.81s 28.64% 88.00% 75.04%

' B NSTITUT
CARNOT

.
universite
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BINARY-LEVEL DSE (Godefroid)

int main () {

o=
int x = input(); PC:=T
int y = input();
. x = input()
int z = 2 * y; y = input()
if (z == x) { z=2%y _

if (x >y + 10) For deobfuscation
failure; 7= == find new real paths
} 2 - x * robust
success; o still incomplete
« dynamic analysis on steroids »

PC:=T A2y # X0

given a path of the program

automatically find input that
follows the path

PC:=TA2yp=x AXxp >y +10

. PC:=T N2y =xg Axp < yp+10
then, iterate over all paths

.
universite
RIS-SACLAY
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DSE COMPLEMENTS DYNAMIC ANALYSIS

jmp
eax
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IN PRACTICE

cmp eax ebx

p
x4213e@  push %ebp
@x4@14e1  mov %esp,¥ebp

cmcC

2x401419  mov Oxc(%esp) , %eax e e
0x40143@  mov Ox4 (%esp) , heax
0x40141d  sub  $0x4,%eax 2 (3esp)

; @x481434  shl $0x2, keax .
@x40142@  imul  @xc(¥esp),¥eax
0x401425 nov  Seax,exd(Resp) 0x401437 add  $0x40a064,%eax J ae . ..

@x40143c  mov (%eax),¥eax
0x401429 cmpl  $0x6,0x4(Xesp) Ox401447 s Yeax Yecx
2x40142e  ja 0x4014a0

@x401446  mov %ecx, keax

/ex4e144b imp eax /\ CF := (eax<uebX)
CF := =CF

0x4015230 ... @x4a147a ... 0x4014f0 ... ax4014a0 ... 0x401450 ...
0x4015a5 call D 0x401475 call F1 0x4014f5 call F2 0x4014a5 call F3 0x401455 call Fe lf (—ICF) gOtO
L I

Bx4016d0 leave
@x4016d1 ret

With IDA + BINSEC

0x40104d mov al, input_buffer[ecx] axd010Th ...
C ful ic inf : 01401045 call ReadFile fael e g, i
an recover usetul sem antIC IN Ol’matIOn 0x401055 cmp al, data_str[ecx]

. . Budd1od or ecx, eck 001050 iz Ox4010Th
« More precise disassembly fx - ‘>
. . . =1 ecx < Ox18

« Exact semantic of instructions

0x401050 inc ecx ) 0x401063 ...

. ecx = 0x18
° IanIt of interest bunny_slope@flare-on. con Gxd0105 cmp ecx, 0x18 g
0x401061 j1 Ox40104d J You are success

You are failure

B |NSTITUT .
. . . CARNOT NUITEL:S
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ABSTRACT INTERPRETATION IS VERY VERY HARD

ON BINARY CODE

syntactic

ABFFF780BD70696CA101001BDE45 CFG
1456347892 34ABFFE6 7BABDCF456
SA2BAC6D00SFSFSDIE0B3STISESY | F@covery
145FEDBCADACBDADAS3700346501
3456KAHA305G67H 345BFFADECAD]
00113456735FFD451E13AB0BODAD
344252FFAADBDA457345FD780001
FFF22546ADDAESE9776600000000

VA

dg " 11¢). 0

3 LT
.||l ‘h‘_ i

iy

|-.t;J TlI :',."1,:_:?:‘& T
¢ Inr | - |'.|'||'rr!":'i"i
W HR P

‘a — [l
ﬂ_.: I-:Il'l"l'll ‘:u"h"

]||].,|:.f...|l:'l,:Ill-l-l:l'!‘h:l [ﬂll Ij.,-, o

[} o o Ll

' f

] ! IJ | il

| AR f'. s
'El_'. -l;- J] {illl.-ll"" L A

‘ .'liﬂ.l; Ei'#ll- i 'g_.l;-'l Vi

u |:';!I,...L-'- - o

- = ax | ¥
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Problems
* Jump eax
* memory
 Bit resoning

BINSTITUT "
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list ISSUE: GLOBAL MEMORY Problems
Cceatech o Jump eaX

* memory
 Bit resoning

o regions
O(r, 0) := ... |
stack
mallocl
@(r,T) e | || malloc2
global

| Aonit ;
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3l ISSUE: LACK of HIGH-LEVEL STRUCTURE Problems
e Jump eax

Ceatech

* memory
 Bit resoning

High-level conditions translated into low-level flag predicates

4 M
OF := ((ax{31,31}#bx{31,31}) &
- ~ (ax{31,31}# (ax-bx) {31,31}));
lf (a}: > b}:) X — _1, SF := (ax-bx) < 0;
ZF := (ax-bx) = 0;
else X = 1; if (= ZF A (OF = SF)) goto 11
\ y X :=1
goto 12
11: X :=-1
12:
L. vy

Condition on flags, not on register (nor stack)

.
universite
RIS-SACLAY
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LOW-LEVEL CONDITIONS

flag predicate cmp Xy sub x y test x y
predicate predicate . predicate
ja, jnbe -CF AN -ZF X>yVy X #0 x&y # 0
jae, jnb, jnc -CF X2,y true true
jb, jnae, jc CF X<yy x #0 false
jbe, jna CF v ZF X<,y true x&y =0
je, jz ZF xX=y x =0 x&y =0
jne, jnz -ZF X+y x #0 x&y # 0
jg, jnle -ZF A (OF = SF) X>y x >0 (x&y # 0)A
(x=0vy=0)
jge, jnl (OF = SF) xX=y true (x=0vy=0)
jl, jnge (OF + SF) x <y x <0 (x<0Ay<0)
jle, jng ZF v (OF # SF) X<y true (x&y = 0)v
(x<0Ay<0)
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LOW-LEVEL CONDITIONS

example  retrieved condition patterns
or eax, O if (eax = 0) then goto ... X

je ...

cmp eax, 0 if (eax = 0) then goto ... X
jns ...

sar ebp, 1 if (ebp = 0) then goto ... X

je ...

dec ecx if (ecx = 0) then goto ... X

jg ---

Sébastien Bardin
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38 SOLUTIONS?

cea ;ech

Precision refinement [Brauer, 2011] Degraded mode [Kinder, 2012]

e Y (" )

x +— {45, 35} %
goto x

B INSTITUT .
. . . ' CARNOT NUITEL:S
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3@ SOLUTIONS? (2)

@7sld=lelp}

() Complex predicates often hide simple predicates

() Only a few templates : >, s, <ys. 2,5 . <ys.=. #

() Try to find the appropriate one through equivalence checking
() Optimization :

o Once per address using cache
o Cheap pruning through filtering

Approach archi. Sound Complete
independent enough

Patterns X /X X

Logic-based X

Template-based

.
universite
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list HIGH-LEVEL CONDITION RECOVERY

Ceatech

#|DCT

#cmnd-‘t

method “success” time time,y
templates 242884 1978 | 1760 (89%) | 22.93 || 2674.81
logic-based 247894 2260 694 (31%) | 0.003 || 2561.64
patterns 229255 1987 | 1357 (68%) | 0.014 || 2373.33
templates+{-patterns 2428384 1978 | 1838 (92%) 9.17 2659.95

Sébastien Bardin -- ISSISP 2017 |58
U




STATIC ANALYSIS in BINSEC
an overview

G

Domains low-level arithmetic dual-intervals

ubiquitous data moves equality domain

low-level conditions flag domain + condition recovery

Widening no loop structure loop detection

widening point positioning

unavailable incremental CFG recovery

backward precision recovery

recovery scale degraded mode [Kinder2012]
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OVERVIEW

Correct | Complete | Efficient | Robust

Static syntactic X X/ -- OK X
Dynamic OK XX OK OK
DSE OK -- X OK
Static semantic X OK /X X X

B |NSTITUT .
. . . ' CARNOT NUITEL:S
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OUTLINE

 Why binary-level analysis?

« Some background on source-level formal methods
 The hard journey from source to binary

« A few case-studies

e Conclusion
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APPLICATION: VULNERABILITY DETECTION

4808 G088 50cC3 5589 e5C7 gplz GA00 AEbE 4BOE GO0 Sdc3 558
A0EE BORE 4500 0000

bFBe GEZL OO0 082 3
e5CT 8548 bfde BEZ2
5dc3
BanE

Find vulnerabilities before the bad guys oo

« On the whole program oo
« Know only the entry point and program
input format o

oo
fcap
chas
CH45
A BT
fean
CBAS

ch4t

e At binary-level e
fenE
Bl
frae
={cc]
C3 S58P

(EEE BEERA

1080 fobLE Lded poap

FBe GEZL OO0 08LE SE0D 5589 =5C7 [R5 =1}
25CT G548 bf@e BE22 GOOD @ERE SdC3 QB2
sdc3d 5589 2583 eclB cTES pRhE 4908 ecl
08B a14E bFAe BE23 FEAD 48RF QenB R

3b@a B54B =10b 0BFF e0cH 9F37 GO02Z OG0 Bbd4 B548 =10b OBF
10cE A5TR BBcE 45Fa GOCT 45F7 GOcCE 456 0BcE 45F2 20cE 45F
1088 GBEed dSE1 AOEE C645 p548 hfee PBEEZ 0008 GEe? d9E1 088
cB4L foBB cE45 fa@l BOTd frol ce4s FEEE ceas fopa ceas fas
1BbfF QedB Q300 0DOE BOTd FhOE 750a 705 4BbF Gedd @360 00O
fc@@ 750a C7E5 4Bbf GedB fba@ 7418 8@87d fcd@@ 750a c7ES 4Bb
feae 7415 @e7d fhoe 740F poap AR BE7d frAE 7415 BR7d Tha
IGAE BEA8 =5HE B18008 GBeY c7as 4Ebf @eEE DEOE GDEA =SHE B1D

mortderire ' com

B |NSTITUT s
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APPLICATION: VULNERABILITY DETECTION

4808 G088 50cC3 5589 e5C7 gplz GA00 AEbE 4BOE GO0 Sdc3 558
A0EE BORE 4500 0000

bFBe GEZL OO0 082 3
e5CT 8548 bfde BEZ2
5dc3
BanE

Many successful applications of pure DSE oot

aane

« SAGE @ Microsoft e

« Mayhem/VeriT @ ForallSecure e

fcag
aLEE
chas
feDE
fcag

cf. Cyber Grand Challenge e

CH45
4BhLf
DanE
fadd
A BT
Fram
DR
CH45
fean
Fe@i
femid
AR
CBAS

¥C3 S5

(EEE BEERA

1080 fobLE Lded poap

FBe GEZL OO0 08LE SE0D 5589 =5C7 [R5 =1}
25CT G548 bf@e BE22 GOOD @ERE SdC3 QB2
sdc3d 5589 2583 eclB cTES pRhE 4908 ecl
08B a14E bFAe BE23 FEAD 48RF QenB R

3b@a B54B =10b 0BFF e0cH 9F37 GO02Z OG0 Bbd4 B548 =10b OBF
10cE A5TR BBcE 45Fa GOCT 45F7 GOcCE 456 0BcE 45F2 20cE 45F
1088 GBEed dSE1 AOEE C645 p548 hfee PBEEZ 0008 GEe? d9E1 088
cB4L foBB cE45 fa@l BOTd frol ce4s FEEE ceas fopa ceas fas
1BbfF QedB Q300 0DOE BOTd FhOE 750a 705 4BbF Gedd @360 00O
fc@@ 750a C7E5 4Bbf GedB fba@ 7418 8@87d fcd@@ 750a c7ES 4Bb
feae 7415 @e7d fhoe 740F poap AR BE7d frAE 7415 BR7d Tha
IGAE BEA8 =5HE B18008 GBeY c7as 4Ebf @eEE DEOE GDEA =SHE B1D

mortderire com

B |NSTITUT s
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APPLICATION: VULNERABILITY DETECTION
[SSPREW 2016, Wlth VERIMAG] 4806 EE0D 50c3 5585 e5cCT pR12 @EAA EEhB 4BEE G088 Sdc3 558

BaRE GObE 4500 G008

Here: sues
 Focus on use-after-free iar

e Combine static and DSE oso

fcag
aLEE
chas
feDE
fcag
Faap
oLEE
CH45
4B
DanE
fadd
A b
Fram
DR
CH45
fean
Fe@i
femid
AR
cEAS

¥C3 S5

(EEE BEERA

1080 fobLE Lded poap

FBe GEZL OO0 08LE SE0D 5589 =5C7 [R5 =1}
25CT G548 bf@e BE22 GOOD @ERE SdC3 QB2
sdc3d 5589 2583 eclB cTES pRhE 4908 ecl
08B a14E bFAe BE23 FEAD 48RF QenB R

3b@a B54B =10b 0BFF e0cH 9F37 GO02Z OG0 Bbd4 B548 =10b OBF
10cE A5TR BBce 45Fa GOCT 45F7 GOcCE 456 0BcE 45T 20cE 45F
1088 GBEed dSE1 AOEE C645 p548 hfee PBEEZ 0008 GEe? d9E1 088
cB4L foBB cE45 fa@l BOTd frol ce4s FEEE ceas fopa ceas fas
1BbfF QedB Q300 0DOE BOTd FhOE 750a 705 4BbF Gedd @360 00O
fc@@ 750a C7E5 4Bbf GedB fba@ 7418 8@87d fcd@@ 750a c7ES 4Bb
feae 7415 @e7d fhoe 740F poap AR BE7d frAE 7415 BR7d Tha
IGAE BEA8 =5HE B18008 GBeY c7as 4Ebf @eEE DEOE GDEA =SHE B1D

mortderire com

B |NSTITUT s
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KEY IDEAS (Josselin Feist)

Static analysis Dynamic symbolic execution
Weighted

lice
Binary—» GUEB ———| BINSEC —»PoC

»

Slice extraction Inputs generation: | UaF validation

UaF detection

i

A Pragmatic 2-step approach
Static: scale, not complete, not correct

Symbolic: correct, directed by static
Combination: scalable and correct

aME
paGhH
bfae
esc’T
sdc3
i T B
Bbog
BEck
pREe
CE45
480
o]
=]
EEEa
fral
fcaa
Blaa
=T
fedq
o
fofin
LR
G5
48R
BEREe
A8 F
ffap
elalola)
[T
fedn
Fo@a
Felh
BGEA
chGds
Gdc3
1EDH
apae
afde
eRCTF
Sdc3
oL el
E{=lof ]
A B
apan
=l
Yah
Fo@a
Fo@a
AGEDH

L= =TT L

o fe gl

OObE 4E08 oo0gE Sdc3

e
FBOS ygp¢
BCS men
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Entry point
B d500

B=BR

BAck

20 DE38 f60bH 4508
A8 bfde BEZ1 BROE
4% esci B5%48 bfae
5dc3 5589 =583

BEEE BbD4 BS54 =10b

45FE DECE fﬂﬂ 1' &
b g T CEEE BEeS

has fra@
48f cTas
BEe9 52@1
fage c645

chas ol
BETd fo@e

@8 T58a CT@5
=00 T4Af TS
e 0108 009 0901
BOG ciB45 oAl c64s
JHL ABRT AedH Q400
dhge BERa ce45 Fral
cea% faps BE7d focad
cTESWIELRT BelE ayog
BATd @8 T46f cTIS
€989 DERE Q0els 9903
fEAE cod oG8 c6d45
E07d fe=db Y502 705
BO7d Fo@i [la C¥@5
bA7d Feon TSy BAFd
Hedl DGO DOOEWC-hdh
EAE cE35 T9E1 MgE5
OQaE@ S5dc3 535889 =53
WOHE 4Ea8 0066 Sdo

oMY BOBA Bak :
axMy, hfae BE: v
S5HYNESCT 55' -

GOEE W= e383
0100 BCAgE aid‘ b D=
OO BhAZ BS54AH =10hb
45f8 BBcE fo Bacs
OEGZ DRE2E B@ e

fEBE cE45 T2 c645
CTES5 4BLF @efE @322
E07d fc@B TSGEa CTO5
BOTd Fchd 7415 BATd
OedE DGO DOEE =933

558
naa
B8 b
BEZ
ecl
FELRD
nEf
45f
#IRRE]
fag
(1 RE]
dBD
fhio
]
Chd
48h
(AL RE]
fa@
48b
dED
48b
poo
Fal
SIS RE]
Cha
T41
poo
48b
LR
fa@
4Bb
48k
e
ehd
fan
BEdi
S5E!
o1
BN |
BBzl
ecll
DEE;
nEf-
45F;
fab.
L RET]
JBD-
fhii
S RRE]]
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EXPERIMENTAL EVALUATION

[E@Ea aobfa 4508 Aped
bf@e BEZ1 GEOE HOLE
esc? 9548 bfoe 0822
Sdc3 5589 e583 ecild T
8000 2148 bFO= OBE3 FEBD ,q. ¢ 3 a1d8 "+
Hbh@d4 BS540 =10b O0&f B, oy aaed BRO4d BS54 =10b OBf
BEchE 45f9 GOcS 45Fa QAT ACF7 AArLE ASFE A0~ s A5f
BOE8 #8c9 d991 00PE CHA5 peap LEg __,_“,._.;W, ]
ce4s 988 c645 Tall BULdeprBT co4s fEdE ced5 T966 ofas fae
4807 0efl O30L 40T CO7d freg 75ea 75 4BLF oess P30 060
fcod TS8a cR#S 4BbF BedS rieg 7a1e e¢o Fooe TseyfcTes 4Eb
fcbd 7415 gh7d fhod 748F popg poes g07d Fooe T4yf BOTA fho

m GUEB + manual analysis [j. comp. virology 14] 0c00 dncgfenan oton coed 2300 430270000 acos agda soas are

f7ol cegh BEO ce4S 980 gomr"Hoan ceas Frol ofas 8OO cese
foan 7T40T cvaSsS ARRFE=TEEE gqc Fanz Bo7d Fooe fenf c7os 4EBh

5 B1a8 ghed 5381 BORE C65 pape paeD e95e BLER BEEY 5981 DO

t 1ff2pdf . CVE—2013—4232 C645 fr968 £645 Tadl B07d f7g9 c545 e cogh T908 c6545 Tab
- fedgf 7584 705 JBLT BeBE ripp 7a1p se7d Fobo TS6a c705 48b

Fogh TS0 <705 J8LT GeBE g5pp poop s67d GAOE TSGa 705 48D

-

» openjpeg : CVE-2015-8871 oo AI107 daee Soas q300 ooee sergfese Taaf cros 4n
" 7 = BAE cihds f901 c6ds fad

» gifcolor : CVE-2016-3177 o

> accel_PPP c6M, Fand BO7d Fcog T41
m GUEB + BINSE/SE [ssprew16]
» Jasper JPEG-2000 : CVE-2015-5221|

558
BZ2B BEOH BOhH 4538 800
48 bf@e BEZ]1 BEEE BBh
5§89 eScF 0548 bfoe BEZ
Sdc3d 3589 e583 ecl

Entry point

Bl

cTESWIERT Bedd Q70 000
¢ BO7d 28 T4ET cTI5 48b
A e9%9e DEME 00ed 9933 aga
fEED cEAMy FoGE c6d45 fad
BOTd Fe0f WS50a 705 48k
BOYd FocOb fa 735 48b
fodd fedb Toiyg BT ffo
Qel ORO0 DOOOW-habh chi
FREE cE45 F01 Mpas fao
003 Sdc3 53589 =53] O34
WHE 4RO 0000 Sdc M 558!

GRAP DRAB B6h I W
B5.M8 hf@e BEJ3 0 BNl
LERSNRSCT B54 E BB

GOEE = BgFesE3 ecli
0106 DML al4H bfd= 0RE!
OOOE Bbok BS54 =100 OBF-
- 45fE BAcE fo BEcs 45F
BEGZ BEOR BE e T
fEEE ce45 T98E ce4s Tae!
cTAS 48ofF @edE 0323 o801
BBT7d fc@l TS5Ga cTas J4&b
BOTd fcah T415 BATd fhdi
bBedE BEAEH BAGH =933 BLOH

BNSTITUT -
CARNOT NUITEL:S
™ PARIS-SACLAY

On these examples:
- Better than DSE alone

« Better than blackbox fuzzing
« Better than greybox fuzzing with no seed




list APPLICATION: MALWARE DEOBFUSCATION
[S&P 2017, with LORIA]

Ceatech

APT: highly sophisticated attacks The day after: malware comprehension
« Targeted malware  understand what has been going on

« Written by experts * mitigate, fix and clean

« Attack: O-days e Improve defense

* Defense: stealth, obfuscation

 Sponsored by states or mafia

USA elections: DNC Hack

Goal: help malware comprehension
 Reverse of heavily obfuscated code
 |dentify and simplify protections
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Decrypt

Decrypt

D004 83F lea ecx, dword &3315%
QARG A5 1ea edi, [edirn]
D0ne4 048 mov [esp-18hearg 14), esi =
00006 8NC ROV esi, [esp-18hearg 20] !:_
00506650 dec esi
09A06051 j2 loc_WOFA72 pp—
—— ™ (0T
OOLEFA72 ; START OF FUMCTION CMUME FOR sul dword_ 433109
ooueraz2 eax, duord_LIJesc
WOLUFAT2 lac_AOFNT2: i IptoduirMane 90106825 Mo ax, [ecxeeax]
BOLRFAZ2 push duword ptr [ecx-0Ean] | 9080628 inc esi
BOUUFATS call ds:Gethooul enandlev 20006029 ebx, eax
QOLEFAZE mo! a0nese2n [eexeedx], ohx
OU0rABE mo [ n)
PBLEF B ad:
AR

eg: 7y% - 1 # x2

(for any value of x, y in modular
arithmetic)

I

mov eax, ds:X
mov ecx, ds:Y
imul ecx, ecx
imul ecx, 7

sub ecx, 1

imul eax, eax
cmp ecx, eax

jz <dead_addr>

encryption
e virtualization -

« code overlapping
e opadque predicates
callstack tampering

REVERSE CAN BECOME A NIGHTMARE (OBFUSCATION)

80483d1 call +5 )
80483d6 ; pop edx

. . ° ]

________________________________________

xor al, ox7d -
0x401055 cmp al, data_str[ecx]
0x40105b jnz Qx4Q107h

0x401045 call ReadFile
0x40104b xor ecx, ecx

0x40105d inc ecx
0x40105¢ cmp ecx, 0x18

=1 \ecx <18
3\

Oxd0107b ...

You are failure

0x401063 ...
ecx = 0x18

bunny_slope@flare=on.con

0x491061 1 0x40104d )

You are success
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EXAMPLE: OPAQUE PREDICATE

eg: 7y% - 1# x?
: (for any value of x, y in modular
Constant-value predicates arithmetic)
(always true, always false) 7

_ ) _ mov eax, ds:X

« dead branch points to spurious code mov - ecx, ds:¥
i imul ecx, ecx

« goal = waste reverser time & efforts imul ecx, 7

sub ecx, 1

imul eax, eax
cmp ecx, eax

jz <dead_addr>
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EXAMPLE: STACK TAMPERING

instr

Alter the standard compilation scheme: 80483d1 call +5
ret do not go back to call )

80483d6 pop edx
. 80483d7 add edx, 8
¢ hlde the real target 80483da : push edx
e return site may be spuriouscode | = s Fmommmmmmmmmoosmoooo—ooo
80483db ret
80483dc Dbyte{invalid}
80483de [...]
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STANDARD DISASSEMBLY TECHNIQUES ARE NOT ENOUGH

Static analysis
* too fragile vs obfuscation
e junk instr, missed instr.

Dynamic analysis
* robust vs obfuscation
 too incomplete

Sébastien Bardin - ISSISP 2017 | 71 ol [icurs.cay|




DYNAMIC SYMBOLIC EXECUTION CAN HELP (Debray, Kruegel, ...)

int main () {

o=
int x = input(); PC:=T
int y = input();
. x = input()
int z = 2 * y; y = input()
if (z == x) { z=2%y _

if (x >y + 10) For deobfuscation
failure; 7= {x=x%vqe find new real paths
} 2 - x * robust
success; o still incomplete
« dynamic analysis on steroids »

PC:=T A2y # X0

given a path of the program

automatically find input that
follows the path

PC:=TA2yp=x AXxp >y +10

. PC:=T N2y =xg Axp < yp+10
then, iterate over all paths

.
universite
RIS-SACLAY
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38 YET ... WHAT ABOUT INFEASIBILITY QUESTIONS?

Ceatech

Prove that something is
always true (resp. false)

Many such issues in reverse d
* Is abranch dead? ; jmp
« does the ret always return to the call? e
 have i found all targets of a dynamic jump? !

And more

does this malicious ret always go there?

does this expression always evaluate to 15?

does this self-modification always write this opcode?

does this self-modification always rewrite this instr.?

Not addressed by DSE
« Cannot enumerate all paths
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38 OUR PROPOSAL: BACKWARD-BOUNDED SYMBOLIC EXECUTION

cea ;ech

Insight 1. symbolic reasoning
e precision
« But: need finite #paths

Low FP/FN rates in practice
ground truth xp

Insight 2: backward-bounded
 pre_k(c)=0 =>c is infeasible
« finite #paths

- efficient, depends on k
 But: backward on jump eax?

Insight 3: dynamic partial CFG
« solve (partially) dyn. jumps
* robustness

cmp edx, [esp+4]

False negative (FN)
« can miss infeasibility
 why: k too small (miss A-constraints)

%v edx, p inc edx

False positive (FP)
« wrongly assert infeasibility
 why: CFG too partial (miss VV-constraints)

W _ irior 1
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FORWARD & BACKWARD SYMBOLIC EXECUTION

PC:=T A 2yy # Xp

PC:=T A2y = xp A xg > yo + 10

PC:=T AN2yg =xp N xXg < ¥y + 10

feasibility queries
infeasibility queries

scale

paths
lost in
computation

) / approximated

paths over

. backward
¢ bounded
DSE

(forward) DSE  bb-DSE

Sébastien Bardin
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list EXPERIMENTAL EVALUATION

Ceatech

« Controlled experiments (ground truth) ‘ precision
« Large-scale experiment: packers ‘ scalability, robustness
« Case-study: X-tunnel malware —> usefulness

W Carnof 1
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CONTROLLED EXPERIMENTS

« Goal = assess the precision of the technique

* ground truth value s Lo e T e [ |
(FN) (FP) (%)
2 0 5556 5182 | 0 51.75 80 0.008
. Experiment 1: opague predicates (o-llvm : ” ) | 20 | oon
P paque p  Very precise résults
H 197 0.018
100 core utils, 5x20 obfuscated ches . Seems efficient ma | o
® k:l6 346% errOr, nO false negatlve 37 200 s D79 oud 20 2.h0O 699 0.065
40 5548 8 4523 660 39 6.22 1145 0.107
b rObUSt tO k 50 5544 12 4458 125 79 6.86 2025 0.189
* EﬁICIent: O.OZS / query runtime genuine runtime violation
I = Bl Il e ol e
« Experiment 2: stack tampering (tigress) L —
« 5 obfuscated codes, 5 core utils e | 6 | 6 leo | =5 | m | o
. - mat-mult 31 31 31/0 69 o 68
« almost all genuine ret are proved (no false positive) hufman | 19 | 19 | w0 | 23 | a3 | 19
A . non-obfuscated programs
- many malicious ret are proved « single-targets » z o T m [0 o
dir 35 35 35/0 0
mktemp 21 20 20/0 0
od 21 21 21/0 0
vdir 49 43 43/0 0
, . . .ICNA?R’TINTC% un|ver5|té'
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CASE-STUDY: PACKERS

opaque predicates call stack tampering

packers . tith OK OP OK tamper

?DbSI:I)dlukm ACProtect v2.0 i 1.8M i : : : i @ i 0 i e
ac E : : : l :
Win U‘E“"‘k ASPack v2.12 sk || Thetechnique scale |, | ,

Exorens P Compac . . on significant traces | : '
Armapgkklako Crypter v1.12 E @’:’/'1 : : : : / 24 '
El:clgr?tgctor R A ' 5 | .

rotec S ! I | ,
TELockSVK Expressor j 63K+ 1 A 1] Many true positives. | :
Yodass Crypter - L eak | / ., 1| Some packers are i 6 | -
Néolite i i .l using it intensively |- ;
gspérJOlEBOX Mew | 59K /:/ 1o4b o1 1 1 28 | i : D
cprter g"d“”izm PE Lock : 2.3M : 1 : 1 e : = : l 3

PS 2cK, ISR | () |
npacEpEI S?)in Lok ' AL ' ! ' ' | Packers using retto |~ “o°
Setisoft g Themlda TELock vO.51 i 406K i . i 1 perform the ﬂnal tall "'i_ - E @

Pack | | | transition to the : :
MysticVMProtect Upack v0.39 CrHEer b b entrypoint W

Packers: legitimate software protection tools

(basic malware: the sole protection)
'IINSTITUT

.
universite
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Expressor’ &, compact

Armadillo

Packman

EP Protector
ACProtect k

TELockSV
Yodﬁg VSZrypter
Neolite
UPXMoleBox
FSGUpack

Crypter Yoda's Protector

ASPack

Petite "
nPackPE Spin

Sgisroygma

Themida

Pack

Mystic\VMProtect

CASE-STUDY: PACKERS (fun facts)

Several of the tricks detected by the analysis
CST in ASPack

10043a9 mov [ebp+@x3a8], eax
\ ]

. _ . [~ | | Y
1018f7a  js  0x1018f92 OP in Armadilio 10043af popa [TOX100436571
e —— e -__k

at runtime

1018f7c  jns ©x1018f92 LoREieEE  SEE BRI BED 10043b0 jnz ©x10043ba ,
N P
. -
(and all possible variants 10330b0 jnz ©x10330ca Enter SMC Layer 1 ’.f"'
ja/jbe, jp/jvop, jo/jno..) - —o— — | A
10043ba push | 8x106011d7
CST in ACProtect
10043bf ret
1001000 push 16793600
_ 10010685 push 16781323
CoT I A AR 10040fe: mov bl, 0x0
Cooaan e D 10041cO: cmp bl, Ox1 <4
ca X e .
1004103: jnz 0Ox1004163 \
T 100100b ret Ax10040Ff
1004318 add [esp], 9 ZF=0 ZF =1 at runtime
e |
100431c ret _ ) | 1
1004163: jmp 0x100416d 1004105: inc [ebp+0xec]

[...] [...]

' B NSTITUT
CARNOT

.
universite
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CASE-STUDY: THE XTUNNEL MALWARE (part of DNC hack)

m APT28, Fancy Bear, Sofacy, Sednit, Pawn Storm

Ministry of Defense  NATO, EU insitutio DNC Democratic Two heavily obfuscated samples
(France) Government Bundestag {;Il'l\:ﬁpl?llonde National Committee )
‘irst seen ‘ foicialsl (Germany) (France Political Activists I (US) ) Many opaque prec“cates

(Poland) (Russia) I

2008 (® 2011-2014 (O)

oMy Fehen Goal: detect & remove protections
Windows (LPE) . QJ__‘?\['a[q(f,Z)Tq] Flash + Windows 10
CVE-2015-1701  CVE-2U15-12530,4302 sandbox escape win32k.sys

* |dentify 50% of code as spurious
 Fully automatic, < 3h

2 2

& v{i - r
p L4 & 2 )
=

=

s _ “rf'
¥ H‘?gf
| P2
I i ) !'T i

min C637 Sample #1 99B4 Sample #2

— il > , >
1) MaTk Wy | B #total instruction | 505,008 434 143
A, Wl A
;;T:%g 3 Halive | +279,483 +241177

B |NSTITUT .
. . . ' CARNOT NUITEL:S
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list CASE-STUDY: THE XTUNNEL MALWARE (fun facts)

cea ;ech

« Protection seems to rely only on opaque predicates

* Only two families of opaque predicates 7y% - 12 x° £U’+3

+ 1

* Yet, quite sophisticated

« original OPs

* Interleaving between payload and OP computation

« sharing among OP computations

» possibly long dependencies chains (avg 8.7, upto 230)

W _ irior '
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list SECURITY ANALYSIS: COUNTER-MEASURES (and mitigations)

Ceatech

 Long dependecy chains (evading the bound k)

* Not always requires the whole chain to conclude!
« Can use a more flexible notion of bound (data-dependencies, formula size)

« Hard-to-solve predicates (causing timeouts)

 Atime-out is already a valuable information

« Opportunity to find infeasible patterns (then matching), or signatures

« Tradeoff between performance penalty vs protection focus

« Note: must be input-dependent, otherwise removed by standard DSE optimizations

* Anti-dynamic tricks (fool initial dynamic recovery)

« Can use the appropriate mitigations
« Note: some tricks can be circumvent by symbolic reasoning

Current state-of-the-art Also - |
- push the cat-and-mouse game further ‘ Z‘:Pmbtabk:"s“cIObfusca“O” »
» raise the bar for malware designers over channee

.
universite
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OUTLINE

 Why binary-level analysis?

« Some background on source-level formal methods
 The hard journey from source to binary

« A few case-studies

e Conclusion

Sébastien Bardin -- ISSISP 2017 | 83 @
I



SUMMARY

Feasnbmty IS

Static syntactic

Dynamic -- X OK OK
DSE OK X X OK
Static semantic X OK X X
BB-DSE X OK (fp,fn) OK OK
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CONCLUSION

« Semantic analysis can change the game of binary-level security

« Current syntactic and dynamic methods are not enough

« [complement existing approaches and help the expert, not replace everything]
« Explore more, Prove invariance, Simplify

* Yet, challenging to adapt from source-level safety-critical

* Need robustness, precision and scale!!

» « Correct-enough » and « Complete-enough » are enough (room for better definition!)
 DSE much easier to adapt than Al

 New challenges and variations, so much to do

B |NSTITUT .
. . . CARNOT NUVETE ]
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FUTURE DIRECTION
execution trace

dynamic mmmmndly dynamic

disassembly IS e symbqllc
new input execution

partial safe\ /obfuscation

CFG information

static
disassembly
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