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ABOUT MY LAB @CEA 
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ÅBinary-level security analysis: many applications, many challenges 

 

ÅStandard techniques (dynamic, syntactic) not enough  

 

ÅFormal methods can help é but must be strongly adapted  

Å [Complement existing methods] 

Å Need robustness, precision and scalability! 

Å Acceptable to lose both correctness & completeness ï in  a controlled way 

Å New challenges and variations, many things to do! 

 

ÅA tour on how formal methods can help 

Å Explore and discover                          --  with Josselin Feist  

Å Prove infeasibility or validity                -- with Robin David 

Å Simplify  (not covered here)                -- with Jonathan Salwan  
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IN A NUTSHELL 
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OUTLINE  

ÅWhy binary-level analysis?  

 

ÅSome background on source-level formal methods  

 

ÅThe hard journey from source to binary 

 

ÅA few case-studies 

 

ÅConclusion 

 

 

  
 

ÅFocus mostly on Symbolic Execution 

ÅGive hints for abstract Interpretation 

Cover both  

Åvulnerability detection 

Ådeobfuscation  
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BENEFITS 

No source code More precise analysis Malware 

What for: vulnerabilities, reverse (malware, legacy), 

protection evaluation, etc. 
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EXAMPLE: COMPILER BUG 

Our goal here:  

Å Check the code after compilation 
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EXAMPLE: MALWARE COMPREHENSION    

 

The day after: malware comprehension 

Åunderstand what has been going on 

Åmitigate, fix and clean 

Åimprove defense  

Highly challenging [obfuscation] 

APT: highly sophisticated attacks 

ÅTargeted malware 

ÅWritten by experts 

ÅAttack: 0-days 

ÅDefense: stealth, obfuscation 

ÅSponsored by states or mafia 

USA elections: DNC Hack 
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CHALLENGE: CORRECT DISASSEMBLY 

Basic reverse problem  

Åaka model recovery 

Åaka CFG recovery 
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CAN BE TRICKY! Åcode ï data 

Ådynamic jumps (jmp eax) 
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STATE-OF-THE-ART TOOLS ARE NOT ENOUGH 

ÅStatic (syntactic): too fragile 

ÅDynamic: too incomplete 

Just add  

 

  mov %eax,%ecx 

  mov %ecx,%eax 

 

and break results 
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[See later] CAN BECOME A NIGHTMARE WHEN OBFUSCATED  
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EXAMPLE: VULNERABILITY DETECTION  

Find vulnerabilities before the bad guys 

ÅOn the whole program 

ÅAt binary-level 

ÅKnow only the entry point and program 

input format 
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EXAMPLE: VULNERABILITY DETECTION  
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CHALLENGE: In-depth exploration (example: use after free) 

Dynamic: not enough 

ÅToo incomplete 
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BONUS: (MULTI-)ARCHITECTURE SUPPORT 


