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Programming (coding)

n := no;
1 := n;

while (1 <> 0 ) do

j = 0;

while (j <> i) do
j =3 +1

od;

od
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Understanding

{n0>=0}
n := n0;
{n0=n,n0>=0}
1 = n;
{n0=1,n0=n,n0>=0}
while (1 <> 0 ) do
{n0=n,i>=1,n0>=1}
j = 0;
{n0=n, j=0,i>=1,n0>=1}
while (j <> i) do
{n0=n, j>=0,i>=j+1,n0>=1}
ji= gt
{n0=n, j>=1,i>=j,n0>=1}
od;
{n0=n,i=j,i>=1,n0>=1}
1 =1 -1
{i+1=j,n0=n,i>=0,n0>=i+1}
od
{n0=n,i=0,n0>=0}
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Obfuscating

{n0>=0}
n := no;
{n0=n,n0>=0}
1 := n;

{n0=1,n0=n,n0>=0}
while (i <> 0 ) do
{n0=n,i>=1,n0>=1i}
j = 0;
{n0=n, j=0,1i>=1,n0>=1i}
while (j <> i) do
{n0=n, j>=0,i>=j+1,n0>=1}
j =3 +1
{n0=n, j>=1,i>=j,n0>=1i}
od;
{n0=n,i=j,i>=1,n0>=1i}
1 =1 -1
{i+1=j,n0=n,i>=0,n0>=1i+1}
od
{n0=n,i=0,n0>=0}
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Obfuscating
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Obfuscating
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KERCKHOFF’S PRINCIPLE

Crypto systems should be secure even if
everything about the system is public

knowledge — except for the key.

PROGRAM OBFUSCATION

Security through obscurity
1883 1948

CLAUDE SHANNON

Modern mathematical rigor

2013




| dea

> Program >

Obfuscation

~:Obtuscated:program:
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All functions
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> 2001

Yides e\/er}/é /1//73 about the Progranrt
eXCeﬁf for 175 /‘npaf \an‘paf ée/zaw’oar
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> 2001

Yides e\/eryé /1//73 about the Progranrt
eXCepZ for 175 /npaf \odZ‘paf éeha\//‘oar

All functions
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> 2001

Yides e\/eryé /1//73 about the Progranrt
eXCepZ for 175 /npé(f \odZ‘paZ Ae/za\//oé(r

Point Function etc.

[Canetti 97, Wee 05, Bitansky-
Canetti 10, Canetti-Rothblum-Varia 10]

All functions
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> 2001

Yides e\/e/‘yé /1//73 about the Progranrt
eXCLepZ for 175 /npaf \odZ‘p&(Z éeha\//oar

Point Function etc. Unobfuscatable Functions
[Canetti 97, Wee 05, Bitansky- [Barak-Goldreich-Impagliazzo-
Canetti 10, Canetti-Rothblum-Varia 10] Rudich-Sahai-Vadhan-Yang 01]

All functions
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> 2001

Yides e\/e/‘yé /1//73 about the Progranrt
eXCLepZ for 175 /npaf \odZ‘p&(Z éeha\//oar

Point Function etc. Unobfuscatable Functions
[Canetti 97, Wee 05, Bitansky- [Barak-Goldreich-Impagliazzo-
Canetti 10, Canetti-Rothblum-Varia 10] Rudich-Sahai-Vadhan-Yang 01]

All functions

?
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What is an Obfuscator?

An obfuscator is an algorithm O such that for any
program P, O(P) is a program such that:

* O(P) has the same functionality as P

* O(P) is hard to analyse / “reverse-engineer”.

X
Adv(O(P)) | = BB | E
P(x)

(© Giacobazzi
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The model | dea

We are interested in 2 types of polynomial-time analyzers:

= Ana iIs a source-code analyzer that can read the
program.

Ana(P)

— BAnNa is a black-box analyzer that only queries the
program as an oracle.

BAna" (time(P))

Black-Box security
Ana can’t get more information than BAna could « VBB
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Obfuscation | dea

Functional 12\

“Anything that can be
L= : learned from the
while (i <> 0 ) do \ obfuscated form,
| \ | / could have been
J =0 /N /

" _""" learned by merely
while (j <> i) do observing the
program’s input-output
behavior (i.e., by
treating the program
foa= i as a black-box)”




Obfuscation | dea

Functional /Z‘y

“Anything that can be
S : learned from the
SBite i S0y de \ obfuscated form,
, \ | / could have been
Jori= A0 /N /

" _""" learned by merely
while (j <> 1) do observing the
program’s input-output
behavior (i.e., by
treating the program
Pt as a black-box)”




Obfuscation | dea

po/ ynomfa/ S/ oeodoton

“Anything that can be
1:=m; learned from the
obfuscated form,
could have been
learned by merely
observing the
program’s input-output
behavior (i.e., by
treating the program
i= i - as a black-box)”

od



Obfuscation

| dea

Po/ ynomfa/ S/ocodocon

od:;

od

|O(P)| < poly(|P]) for some po
O is efficient if it runs in po

“Anything that can be
learned from the
obfuscated form,
could have been
learned by merely
observing the
program’s input-output
behavior (i.e., by
treating the program
as a black-box)”

ynomial poly()
ynomial time
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Obfuscation
‘ Virduwal Black—Box

s "Anything that can be
by bmn learned from the
SBite i S0y de obfuscated form,
_ could have been
P learned by merely

while (j <> 1) do observing the

program’s input-output
behavior (i.e., by
treating the program
Pt as a black-box)”

ST L

od:;

od

‘ PriA(O(M)) = 1] = Pr{s™ (1IM) =1]| < e(|M])
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‘ Virduwal Black—Box

]
12 = “Anything that can be

2 learned from the

' obfuscated form,
could have been

learned by merely

. : LY observing the

RSl o LR N e program’s input-output

' el s behavior (i.e., by

: 3 treating the program

A as a black-box)”

.l"?‘_

- ATy~
N

2
’ [ O

‘ PriA(O(M)) = 1] = Pr{s™ (1IM) =1]| < e(|M])
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Probabilistic Polynomial Time TM |, d€a

PPT-TM

New kind of NTM, in which each nondeterministic step is a
coin flip: has exactly 2 next moves, to each of which we
assign probability V.

Example:
— To each maximal branch, we assign Computation on input w
a probabillity:
Yox Voax ... x Vs
- J
Y

’ uomn l?[ﬁ;frgﬁg\hﬂlps 1/4 1

Has accept and reject states, as 1/8 1/8 1/8

for NTMs.

Now we can talk about probability
of acceptance or rejection, on
iInput w.

1/16 1/16
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Probabilistic Polynomial Time TM

PPT-TM

Probability of acceptance =

2b an accepting branch Pr(b)
Probability of rejection =

z“b a rejecting branch Pr(b)
Example:
— Add accept/reject information

— Probability of acceptance = 1/16 + 1/8
+1/4 +1/8 + 1/4 = 13/16

— Probability of rejection = 1/16 + 1/8 =
3/16

We consider TMs that halt (either
accept or reject) on every branch--
-deciders.

So the two probabilities total 1.

| dea

Computation on input w

1/4 1/4
1/8 1/8 1/8
1/16 1/16
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One-way Functions

A one-way function is a function that is easy to compute but
computationally hard to reverse

e Easy to calculate f(x) from x

e Hard to invert: to calculate x from f(x) ,

There is no proof that one-way functions exist, or even real evidence
that they can be constructed

Definition A function f: {0,1}* — {0,1}* is one-way if:
(1) there exists a PPT that on input x output f(x);

(2) For every PPT algorithm A there is a negligible function v4 such that for sufficiently large k,

Pr(f(z)=y: s {0,135 yo f(o) ; 2 A(%,y)| < walk)
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Obfuscating Point Functions

Point function:

I.(w) = <

(1 fw=ux

| 0 otherwise

One-way functions f obfuscate I,

Let y = f(x) then Obf-lI_x obfuscates I,

Program Obf-I x(w):

{1f y=f(w) then 1 else 0}

dea

ldea: y = f(x) reveals no more than VBB access to I,

U

Adv(f (x) )

(© Giacobazzi
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. . i dea
Obfuscation for arbitrary TM software

IMPOS S /A/ el

There exists an attacker A
and a program P for which NO
VBB obfuscation O does work!

Barak et al. JACM 2012
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Lemma: Proof for 2TMs (C & D)

o, B € {0, 1}k Secrets!!

it v =
Ca,ﬁ(w)Z{g o

otherwise

] o Distinguish if X computes Cq,p
1 i X = Ca,ﬁ from Cu,p for any

Da,5(X) :{ 0 otherwise (0 B)# (o’ B)
is NON COMPUTABLE!

Idea: It is difficult distinguish (Cq, g, Da g) from
(Zk Dq,g) by VBB access to these programs!!

dea

» Simply compute X(&) for
Poly(k) steps and check!
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i dea

software

ldea: Proof for 2TMs (C,D)

777e ﬁ(ndf/‘ond/ /‘Z‘y
preS erves Ae/mw’oar

PrlA(O(Cag),O(Dy.5)) = 1] — Pr[§Ces:Pas (1) = 1] < 27 %K)
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ilnstitutede

software

ldea: Proof for 2TMs (C,D)

777e ﬁ(nC’I‘/ond/ /‘Z‘y
preS erves .ée//aw’oar

PrlA(O(Cag),O(Dy.5)) = 1] — Pr[§Ces:Pas (1) = 1] < 27 %K)
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ilnstitutede

software

ldea: Proof for 2TMs (C,D)

777e ﬁ(nC’I‘/ond/ /‘Z‘y
preS erves .ée//aw’oar

PrlA(O(Cag),O(Dy.5)) = 1] — Pr[§Ces:Pas (1) = 1] < 27 %K)
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m ool

i dea

software

ldea: Proof for 2TMs (C,D)

7773 ﬁ(n(’l‘/‘ona/ /‘Z‘y
preS erves Ae/va\//oar
even 1£ oéf wscated

PrlA(O(Cag),O(Dy.5)) = 1] — Pr[§Ces:Pas (1) = 1] < 27 %K)
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ilnstitutede

software

ldea: Proof for 2TMs (C,D)

7773 ﬁ(n(’l‘/ona/ /‘Z‘y
preS erves Ae/va\//oar
eVen 1£ obFfuscated

PrlA(O(Cag),O(Dy.5)) = 1] — Pr[§Ces:Pas (1) = 1] < 27 %K)
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ilnslitutede

software

ldea: Proof for 2TMs (C,D)

7773 ﬁ(n(’l‘/ona/ /‘Z‘y
preS erves Ae/m\//oar
eVen 1£ obFfuscated

PrlA(O(Cag),O(Dy.5)) = 1] — Pr[§Ces:Pas (1) = 1] < 27 %K)
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ilnslitutede

software

ldea: Proof for 2TMs (C,D)

7773 ﬁ(n(’l‘/ona/ /‘Z‘y
preS erves Ae/m\//oar
| even 1£ obfuscaled

3

PT[A(O(CQ’IB), O(DO%B)) — 1] — Pr[sca,ﬁoDa,B(lk) — 1] S 2—Q(k)

(© Giacobazzi



-Il'f'\lIl,Alfd

software

ldea: Proof for 2TMs (C,D)

Black-Box Simulator

1 Virdwa! Black—Box

3

PTI:A(O(CQ’IB), O(DO%/B)) — 1] — Pr[sca”@?Da,B(lk) _ 1] S 2—Q(k)

(© Giacobazzi
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ldea: Proof for 2TMs (C,D) St
|| |
Black-Box Simulator — > 0

1 Virdual Black—Box

3

PTI:A(O(CQ’IB), O(DO%/B)) — 1] — Pr[sca”@?Da,B(lk) _ 1] S 2—Q(k)
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-Il'f'\lIl,Alfd

f
dea: Proof for 2TMs (C,D) o
Black-Box Simulator —_—p ()
1\ Virdwa! Black—Box 0
PrlA(O(Cq.g), O(Dqy.g)) = 1] — Pr[SCs-Pais(1¥) = 1] < 27HR)

(© Giacobazzi



.H'ﬂltblfd

software

ldea: Proof for 2TMs (C,D)

-
|| ||

Black-Box Simulator

1 Virdwa! Black—Box
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Yow abowut ONE generic progrant?
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Virtualisation

I .e., Interpreters & specialisers

Read

(© Giacobazzi
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[DEMRY  Interpretation

Data the function computed by x
U(x
/ T otherwise
Code

f/?e rivers a/ 72(/‘//73 M. QC/W‘ne

1S Che /‘nZ‘erpreZ‘er iy
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[EMRY  Interpretation

1:
X:=7;

2.

3 vhite (0) do 1:.?2 S >2:; A0 >3:§ Sh T

X:=X-1 X X X X

4 A RSN PR S SEN LS SN ]
od

D:
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[EMRY  Interpretation

1:
A=Y 2 X:="7 ! X<>0 L X:=X-1

2: 1:|2————2:|-1 »3:|-1——. ..
while (X>0) do . X X

: X<>0 X:=X-1 X<>0
3 4:|-2 3:]-2 14:]-3 >
X:=X-1

4 - . X:=X-1 . X<>0
A 3:]-3 s 4:|-4 S T

D:
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[EMRY  Interpretation

Exp — x| d | cons(Expt, Exp2) | hd(Exp) | tI(Exp) | (Expy = Exp2)
Com —  x:=Exp | Comy;Com; | skip | while Exp do Com endw
Prog — read(Listavar); Com;write(Listavar)
Listavar — x| x, Listavar
Elx]o = o(x) Eldlo=d
Elcons(Eq,Ez)]o = (E[E4]0.&[E2]o)  E[E) = Ez]o = (E[E1]o = E[E2]0)
1 4
¢ if £[E]o = (t.c) t if £[E]o = (t.c)
EltI(E)]o = < Elhd(E)]o = <
\ nil  otherwise \ nil  otherwise

(© Giacobazzi
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[EMRY  Interpretation

ElE]o=d
(x:=E,0)— ol[d/x] (skip,o)— 0O

<C1 ,G)HO"/
(C1;C2,0)—(C2,0")

EE] o=nil
(while £ do ¢ endw,o)— 0

EE] o#nil
(while £ do ¢ endw,o)— (C;while E do ¢ endw,o)
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[EMRY  Interpretation

[TV : Prog — (DY — DY U{T}H

P =read(x;,...,xn); C, write(yr,...,Ym]

f

€1,...,6m |If <C,[d1/X1,...,dn/Xn]> e
[PIY(ds,...,dn) =4 and 0'(y7;) =eq,...,0'(Ym) = €m
\ T otherwise
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[EMRY  Interpretation

repreéenzt/ns code as dada!

Program

= while A ST

<
S
S
S

/\ /\
vary cons varx

N |
hd vary var x

var X

(© Giacobazzi



[EMRY  Interpretation

repreéenzt/ng code as dada!

read(vi); C;write(v;) = ((var.i).(C.(varj)))
Ci;Co = (.(G1.C2))
while E do C endw = (while(E.C))
vii=t = [(=.((var.i).E))
vi = (var.i)
d = (quote.d)
cons(Ey,E2) = (cons.(E;.E))
hd(E) = (hd.E)
tl(E) = (tlL.E)
(Ey =E2) = (=.(E1.E2))

dea



| dea

Interpretation

repreéenf /na code as dada!

reverse read X | [0,
Y:= nil; [[:=,1, [quote,nil]],
while X { [while, [var, 0],
Y:= cons hd X Y; [ [:=,1, [cons, [hd, [var,0]], [var,1]]1],
X:= tl X [:=,0,[t]l, [var,0]]]
} ]
} 11,
write Y 1]

(© Giacobazzi
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enR)) ( Se/A) Interpretation

Ox(y) if ox(y) |

Ulx,y) = _
T otherwise
read PD; (x Input (p.d) * )
Pgm := hd PD; (x p = ((var i) c (var j)) *)
D := tl PD; (*x D =d (input value) * )
I := hd (tl1 (hd Pgm)) (x I =i (input variable) *)
J :=hd (t1 (hd (t1 (tl Pgm)))); (*x J = j (output variable) *)
C := hd (tl1 Pgm)) (x C = ¢, program code * )
V1l := update I D nil (x (var i) initially d, others nil * )
Cd := cons C nil; (* Cd = (c.nil), Code to execute is c *)
St := nil; (* St = nil, computation Stack empty *)
while Cd do STEP; (* do while there is code to execute *)
Out := lookup J V1 (x OQutput is the value of (var j) * )

write Out;

(© Giacobazzi
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EnR)) ( Se/A) Interpretation
rewrite - by

[((qHOteDv)Cﬂ s 1 - [or. cons D St
Code StaCk [((var 1).Cr), st 1 = I[Cr, cons V1 St]
Value Stack Faond. ¢y A50] < Ton | eons (ha T) 5
[((t1l E).Cr), St 1 = [cons* E dotl Cr, St]
[(dotl.Cr), (T.sr)] = [Cr, cons (t1 T) Sr]
[((cons E1 E2).Cr), St ] = [cons* E1 E2 docons Cr, St]
[(docons.Cr), (U.(T.Sr)) 1 = I[Cr, cons (cons T U) Sr]
STEP famrcor e @) ) 2 [ cons (7T ) S
[((; C1 C2).Cr), St 1 = [cons* C1 C2 Cr, St]
[((:= (var 1) E).Cr), St ] = [cons* E doasgn Cr, St]
[(doasgn.Cr), (W.Sr) 1 ={Cd := Cr; St := Sr; Vl:= W;}
[((while E C).Cr), St ] = [cons* E dowh (while E C) Cr, St]
[(dowh. ((while E C).Cr)), (nil.Sr)] = [Cr, Sr]

[(dowh. ((while E C).Cr)),((D.E).S)]=I[cons*x C (while E C) Cr, S]

[nil, Stl = [nil, St]

(© Giacobazzi
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[EMRY  Specialisation

Input Code 1
»¢
v v & 00
&
. g
Z
- %)
% %E/ S

o

. Residual Code
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| DETOLR ))

Specialisation

subject
program p

0
O
()
ksY
7\
O
0))
./
—
0O,
N—"
|
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[EMRY  Specialisation

spec read PS { (» input list of form [P, S] *)

P := hd PS; (» P 1is program [X,B,Y] =)
S := hd tl PS; (» S 1s 1nput =*)
X := hd P; (» X 1s 1nput var of P =)
B := hd tl P; (» B 1s statement block of program P =)
Y := hd tl tl1 P; (» Y 1s output var of P =)
expr:= [cons, [quote, S], [cons, [var, X], [quote,nil]]]
newAsg := [:=, X, expr];

(* assemble asgmnt: "X := [S, X]" *)
newB := cons newAsg B;

(» add assignment to old code =)
newProg := [X, newB, Y]

(* assemble new program =)

}

write newProg

(© Giacobazzi
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[EMRY  Specialisation

P: f(n,x) = 1f n =2 0 then 1
else x x f(n-1,Xx)

[spec](P,5) = x* (x* (xx (x*(x*1))))

No function call and no test = runs faster!

Partial evaluation: a form of specialization that optimizes program P with
respect to s.

Analysis: What depends only on s?

Specialization: Simplify what depends only on s and construct a
T -program for the rest.

(© Giacobazzi
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[DEORY)  Specialisation

Specialization of a program to compute Ackermann’s function:

a(m,n) = 1f m =? 0 then n+l else
if n =? 0 then a(m-1,1)
else a(m-1,a(m,n-1)

m = 2 but unknown n:

Q

N

D
Il

if n =? 0 then 3 else al(a2(n-1))
if n =? 0 then 2 else al(n-1)+1

o))

l_l

)
Il

(© Giacobazzi
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[DEORY)  Specialisation

Specialization of a program to compute the power f(n,z) = z™:
f(n,x) =
if n=0 then 1
else i1f odd(n) then xxf(n-1,x)
else £(n/2)*x2

n = 13 but unknown z:

f 13(X) = X*x((X*(X*x%2))*%x2)**%2

We need Binding-time Analysis (BTA)

(© Giacobazzi
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[EMRY  Specialisation

Static: compute at specialization time

~ Dynamic: generate code to compute at run time
power =

f(nix) =

1f n=0 then 1

else 1f odd(n) then x*f(n-1,x)
else f(n/2,x)**2

We know n and we will not know x

(© Giacobazzi
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[EMRY  Specialisation

Static: compute at specialization time

> Dynamic: generate code to compute at run time
power =

f(nx) =

1f n=0 then 1

else 1f odd(n) then x*f(n-1,x)
else f(n/2,x)**2

If we know n we can decide if it is zero

(© Giacobazzi
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[EMRY  Specialisation

Static: compute at specialization time

& Dynamic: generate code to compute at run time
power =

fE(n =

if n=0 then 1

else 1f odd(n) then x*f(n-1,x)
else f(n/2,x)**2

... and if it is odd

(© Giacobazzi
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[DEORY)  Specialisation

Static: compute at specialization time

» Dynamic: generate code to compute at run time
power =

f(n,x) =

1f n=0 then 1

else if odd(n) then| x*f(n-1,x)
else f(n/2,x)**2

.... and we can compute n — 1 or n/2

(© Giacobazzi
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[DEORY)  Specialisation

Static: compute at specialization time

Dynamic: generate code to compute at run time

power =

f(n,x) =

if n=0 then 1
else if odd(n) then x*f(n-1,x)
else f(n/2,x)**2

... and unfold function calls being n bounded below!

(© Giacobazzi
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[EnRY) Futamura Projections |97 |

FirS? /proK/eCZ‘/on

[source]”(in)

out

:int]]L(source.in)

[[spec] ™ (int.source)] (in)
= [target] (in)

target = [[spec] "F(int.source)



[ERY Futamura Projections 1971

Second p/‘ok/'eczs‘on

:spec]]L(int.source)

target

[[spec]”(spec.int)]’ (source)

— :compiler]]T(source)

compiler = [spec] (spec.int)

dea
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[EMRY Futamura Projections 1971

7 /i rd pro&/ecz‘/on

compiler = [spec]"(spec.int)
[[spec]” (spec.spec)] (int)
= [cogen]  (int)

cogen = [[spec]”(spec.spec)
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[ERY Futamura Projections 1971

out = [int](source.input) = [target|(input)
target = |spec|(int.source) = [compiler|(source)
compiler = [spec|(spec.int) = | cogen](int)

cogen = [spec|(spec.spec) = [cogen|(spec)
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[EOwR)  Compilation

A simple programming language:

; A NORMA program works on two registers, x and vy,
each holding a number ( n = list of n 1’'s )
INITIALLY x = input, y = 0.

AT END: output is y’s final value.

we we we

[ ] we

Norma syntax: (only 7 instructions)

«e

pgm ::= ( 1nstrs )

instr ::= X:=X+1 | X:=X-1 | Y:=Y+1 | Y:=Y-1
| ifX=0goto addr) | ifY=0goto addr

| goto addr

addr ::= 1=

we o we we WO MO MO MO MO N N WO
we we we we -

we

Still a Turing-complete language!!!

(© Giacobazzi
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[EOwR)  Compilation

;; Data: a NORMA program. It computes 2 » x + 2.
O0: (Y:=Y+1 ;

l: Y:=Y+1 ;

2: 1fX=0goto 1 1 1 1 1 1 1 ;

3: Y:=Y+1 ;

4: Y:=Y+1 ;

5: X:=X-1 ;

6: goto 1 1 ;

73 )

[PI(2) =6

(© Giacobazzi



LenR)  Compilation

Functiona/ 1nlerpreter

dea

(© Giacobazzi

execute(pgm,XxXx) = run(pgm, pgm, X, 0)

run(rest, pgmcopy, X, y) = case head(rest) of
"YX:=¥X+1" : run(tail(rest), pgmcopy, x+1, V)
"X:=X-1"
goto 1" run(lookup(l, pgmcopy, rest), pgmcopy, X,
"1fX=0goto 1" :

run(tail(rest), pgmcopy, x-1, V)

if x # 0 then run(tail(rest), pgmcopy, X, V)
else run(lookup(l, pgmcopy, rest), pgmcopy, X, V)

—— similar for "Y” instructions =-—-—

lookup(l, pgm) = - find suffix of pgm starting with

the 1lth instruction -

Y)




LenR)  Compilation

(© Giacobazzi

execute(pgm[i} = run(pgm, pgm, x, 0)

run(rest, pgmcopy, X, y) = case head(rest) of
"X :=X+1"
"X:=X-1"

run(tail(rest), pgmcopy, xX+1, Vy)

run(tail(rest), pgmcopy, xX-1, y)

flgoto lﬂ'

run(lookup(l, pgmcopy, rest), pgmcopy, X,
"1fX=0goto 1" :

if x # 0 then run(tail(rest), pgmcopy, X, V)
else run(lookup(l, pgmcopy, rest), pgmcopy, X, V)
—— similar for ”"Y” instructions =-—-—

lookup(l, pgm) = - find suffix of pgm starting with

the 1lth instruction -

Y)

dea
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LenR)  Compilation

execute (pgmjX) = run(pgm, x, 0)

run(jrest, [pgmcopy, X, y) = case head(rest) of
Tai=EE1L" run(tail(rest), pgmcopy, x+1, V)
TX:=X-1" run(tail(rest), pgmcopy, x-1, V)

"goto 1" run(lookup(l, pgmcopy, rest), pgmcopy, X, V)
"1fX=0goto 1"

if x # 0 then run(tail(rest), pgmcopy, X, V)
else run(lookup(l, pgmcopy, rest), pgmcopy, X, V)

—— similar for "Y” instructions =-—-

lookup(l, pgm) = - find suffix of pgm starting with
the 1lth instruction -

(© Giacobazzi



LenR)  Compilation

dea

execute (pgn;X) = run(pgm, pgm, X, 0)
run(lrest, pgmcopy, X, y) = |case head(rest) of

"TX:=X+1"| ¢ run(tail(rest), pgmcopy, X+1, V)

"Y:=¥-1"|: run(tail(rest), pgmcopy, x-1, Vy)

"goto 1" : run(lookup(l, pgmcopy, rest), pgmcopy, X, V)

"1fX=0goto 1"

if x # 0 then run(tail(rest), pgmcopy, X, V)
else run(lookup(l, pgmcopy, rest), pgmcopy, X, V)
—— similar for ”"Y” instructions =-—-

lookup(l, pgm) = - find suffix of pgm starting with

the 1lth instruction -

(© Giacobazzi
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LenR)  Compilation

execute(pgm{i} = run(pgm, pgm, X, 0)
run(jrest, pgmcopy, X, Y) = [CaSeé head(res O
"X:=X+1" : run(tail(rest), pgmcopy} x+1, v)
"X:=X-1" ¢ run(tail(rest), pgmcopy} Xx-1, v)
"goto L"|: run(lookup(l, pgmcopy, rest), pgmcopj, X, V)
"1fX=0goto 17| :

i1f x # 0 then run(tail(rest), pgmcopy, X, V)

else run({lookup(l, pgmcopy, rest), pgmcopy, X, Y)

—— similar for ”"Y” instructions =—=-—

lookup(l, pgm) = - find suffix of pgm starting with
the 1lth instruction -

(© Giacobazzi
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LenR)  Compilation

execute(pgmtf} = run(pgm, pgm, X, 0)
run(lrest, pgmcopy, X, y) = |case head(rest) of
"¥:=X+1" : run(tail(rest), pgmcopy; x+1, y)
"X:=X-1" : run(tail(rest), pgmcopy} X-1, V)
"goto 1"|: run(lookup(l, pgmcopy, rest), pgmcopj, X, V)
"1fX=0goto 1”|:
if x # 0 then run(ftail(rest), pgmcopy, X, Y)
else run(lookup(l, pgmcopy, rest), pgmcopy, X, Y)

|

—— similar for ”"Y” instructions =-—-

lookup(l, pgm) = - find suffix of pgm starting with
the 1th instruction -

(© Giacobazzi
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[EOwR)  Compilation

O: (Y:=Y+1 ;
l: Y:=Y+1 ;
2: 1fX=0goto 1 1 1 1111 ;
_ 3: Y:=Y+1 ;
source =
4: Y:=Y+1 ;
5: X:=X-1 ;
6: goto 1 1 ;
7: )
execute(x) = runO(x, 0)
run0(x, y) = run2(x, y+1 +1)
run2(x, y) = if x=0 then run5(x, y)
target =

else run3(X,Vy)
run3(x, y) = run0(x, V)

runs(x, y) =Y

...still computes 2 - = + 2 but it is a functional program!!

(© Giacobazzi
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Back to the Proof for 2TMs (C & D)

o, B € {0, 1}k Secrets!!

it v =
Ca,ﬁ(w)Z{g o

otherwise

] o Distinguish if X computes Cq,p
1 i X = Ca,ﬁ from Cu,p for any

Da,5(X) :{ 0 otherwise (0 B)# (o’ B)
is NON COMPUTABLE!

Idea: It is difficult distinguish (Cq, g, Da g) from
(Zk Dq,g) by VBB access to these programs!!

dea

» Simply compute X(&) for
Poly(k) steps and check!
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software

ldea: Proof for 2TMs (C,D)

Black-Box Simulator

1 Virdwa! Black—Box

3

PTI:A(O(CQ’IB), O(DO%/B)) — 1] — Pr[sca”@?Da,B(lk) _ 1] S 2—Q(k)

(© Giacobazzi
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ldea: Proof for 2TMs (C,D) St
|| |
Black-Box Simulator — > 0

1 Virdual Black—Box

3

PTI:A(O(CQ’IB), O(DO%/B)) — 1] — Pr[sca”@?Da,B(lk) _ 1] S 2—Q(k)

(© Giacobazzi
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f
dea: Proof for 2TMs (C,D) o
Black-Box Simulator —_—p ()
1\ Virdwa! Black—Box 0
PrlA(O(Cq.g), O(Dqy.g)) = 1] — Pr[SCs-Pais(1¥) = 1] < 27HR)

(© Giacobazzi
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software

ldea: Proof for 2TMs (C,D)

-
|| ||

Black-Box Simulator

1 Virdwa! Black—Box
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software

The Proof for one generic TM

A ny program P15 Che partial evaluation
of an inlerpreter Int wrt a residual progras &

target = [spec] ™ (int.source)
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software

The Proof for one generic TM

Any program P is the partial evaludation
of an /‘nZ‘erpreZ‘ er Int ewrt a residual/ Froegrant &

target = [spec] ™ (int.source)
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software

The Proof for one generic TM

Any program P is the partial evaludation
of an /‘nZ‘erpreZ‘ er Int ewrt a residual/ Froegrant &

target = [spec] ™ (int.source)
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software

The Proof for one generic TM

Any program P is the partial evaludation
of an /‘nZ‘erpreZ‘ er Int ewrt a residual/ Froegrant &

target = [spec] ™ (int.source)



ilnstitutede

software

The Proof for one generic TM

Any program P is the partial evaludation
of an /‘nZ‘erpreZ‘ er Int ewrt a residual/ Froegrant &

target = [spec] ™ (int.source)
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i dea

software

The Proof for one generic TM

Any program P is the partial evaludation
of an /‘nZ‘erpreZ‘ er Int ewrt a residual/ Froegrant &

target = [spec] ™ (int.source)
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Whenever we disclose the code we
always disclose more that its
input/output relation!!

7778 noZ‘/‘on of /‘nZ‘e/:PreZ‘aZ‘ /‘on /‘5 rﬂ L(na/d/ylehZ‘Q/ /7@/‘@ ./
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Obfuscation Model Space

_ Difficulty to gain
Efficient inefficient information from O(P).



Information hidden
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Information hidden
by obfuscator.

All
predicates

Specific
predicate

Obfuscation Model Space

Efficient

inefficient

‘ Barak’s Model

_ Difficulty to gain

information from O(P).



TM Obfuscator

A Turing machine O is a TM obfuscator if for any Turing
machine M:

1. O(M) computes the same function as M.
2. O(M) running time' is the same as M.

For any efficient algorithm? A (Analysis) that computes a

predicate p(M), there is an efficient (oRacle) algorithm? R that
for all M computes p(M):

Pr[A(O(M)) = p(M)] ~ Pr[RM(11M]) = p(M)]

2Probabalistic polynomial-time Turing machine

(© Giacobazzi
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TM Obfuscator

A Turing machine O is a TM obfuscator if for any Turing
machine M:

1. O(M) computes the same function as M.
2. O(M) running time' is the same as M.

For any efficient algorithm? A (Analysis) that computes a

predicate p(M), there is an efficient (oRacle) algorithm? R that
for all M computes p(M):

Pr[A(O(M)) = p(M)] ~ Pr[RM(11M]) = p(M)]

2Probabalistic polynomial-time Turing machine

(© Giacobazzi

dea
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Obfuscation Model Space

Information gained

from O(P). ,
Al . Barak’s Model
predicates :
Specific
predicate o _
: Difficulty to gain
Efficient nefficient _ information from O(P).
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Difficulty to gain
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Obfuscation Model Space

Information gained
from O(P). ,

All Barak’s Model
predicates

Difficulty to gain
Zt  information from O(P).

%
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Programs
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Obfuscation Model Space

Information gained
from O(P). ,

All
predicates

Model

Difficulty to gain
Zt  information from O(P).

%
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S
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Programs
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TM Obfuscator

A Turing machine O is a TM obfuscator if for any Turing
machine M:

1. O(M) computes the same function as M.
2. O(M) running time' is the same as M.

For any efficient algorithm? A (Analysis) that computes a

predicate p(M), there is an efficient (oRacle) algorithm? R that
for all M computes p(M):

Pr[A(O(M)) = p(M)] ~ Pr[RM(11M]) = p(M)]

2Probabalistic polynomial-time Turing machine

(© Giacobazzi
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TM Obfuscator

A Turing machine O is a TM obfuscator if for any Turing
machine M:

1. O(M) computes the same function as M.
2. O(M) running time' is the same as M.

For any efficient algorithm? A (Analysis) that computes a

predicate p(M), there is an efficient (oRacle) algorithm? R that
for all M computes p(M):

Pr[A(O(M)) = p(M)] ~ Pr[RM(11M]) = p(M)]

2Probabalistic polynomial-time Turing machine

(© Giacobazzi
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TM Obfuscator

A Turing machine O is a TM obfuscator if for any Turing
machine M:

1. O(M) computes the same function as M.
2. O(M) running time' is the same as M.

For any efficient algorithm? A (Analysis) that computes a

predicate p(M), there is an efficient (oRacle) algorithm? R that
for all M computes p(M):

Pr[A(O(M)) = p(M)] ~ Pr[RM(11M]) = p(M)]

2Probabalistic polynomial-time Turing machine

(© Giacobazzi
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Other Obfuscation Models

Information gained
from O(P). 4
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Other Obfuscation Models

Information gained
from O(P). 4

All
predicates

L
.
.
.
.
.
.
“
.
.
.
o
.
.
.
.
.
.
L2
.
.
.
-
.
.
.
.
.
.
£
.
.
.
-
.
.
.
.
.
.
£
.
.
.
o
.
.
.
.
.
.
L2
.
.
.
o
.
.
‘e
.

............................. S =% odel

_ Difficulty to gain
nt  information from O(P).

& Signature obfuscation:
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Programs

(© Giacobazzi



| dea

Other Obfuscation Models

Information gained
A

from O(P).

All
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5 Signature obfuscation:
D o 1. Not all properties

2. Not virtual black box?
Programs
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Other Obfuscation Models

Information gained
A

from O(P).

All
predicates

Static Disassembly [2]:
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5 Signature obfuscation:
D o 1. Not all properties

2. Not virtual black box?
Programs
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Other Obfuscation Models

Information gained
A

from O(P).
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| ‘ odel

| & : _ Difficulty to gain
- /Efficent nt  information from O(P).

Signature obfuscation:

D O§§ 1. Not a.II properties
& ¥ 2. Not virtual black box?
Programs
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Barak’s Model Limitation

Virtual Black Box:
- Not surprising in some sense (but, still excellent work)

- Does not corresponds to what attackers/researchers are doing:

“the virtual black box paradigm for obfuscation is inherently
flawed”

Too general:
- obfuscator must work for all programs
- for any property (Barak addresses this in the extensions)

(© Giacobazzi
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The Future?
Irdis f/‘nga/\f hdé/‘/ /‘Z‘y Oéf wscalion

Instance: two families of programs 14 and 1,

Adversary task: given a program P < [11 UTll> to
decide whether P € 11 or P € 5.

Desirable protection: make adversary task as difficult as
well-known computationally hard problem is.

Garg et al., CRYPTO 2013

(© Giacobazzi
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The Future? oftware
Irndis Z‘/‘nﬁé(/‘é /7QA// 17 y Oéf USC 1 on

Indistinguishability:
It P and Q compute
the same function

then O(P) = O(Q)

ard

Garg et al., CRYPTO 2013

(© Giacobazzi
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The FUtu I‘e? software
Lndis Z‘"nﬁa 1S ﬁdé/‘/ /‘Z‘y ObFus calion

Indistinguishability:
It P and Q compute
the same function

then O(P) = O(Q)

Garg et al., CRYPTO 2013
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The Future!? software

Irdis Z‘/‘nﬁé(/\f ﬁdé/‘/ IYe v/ Oéf USC Al 107

Garg et al., CRYPTO 2013

(© Giacobazzi
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The Future!? it
ndis Z‘/‘nﬁé(/‘é /7QA// 17 y Oéf wscalion

A\ = ()

0PI s PR L AL T L

1l b mustring (0, ) 'e®nd

Q

H S CRR AT TP

Garg et al., CRYPTO 2013
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The Future?
Irdis f/‘nﬁa/\f ﬁdé/‘/ /‘Z‘y OAf wscalion

A\ = ()

Assumption:
indistinguishability obfuscation for all circuits

Garg et al., CRYPTO 2013

(© Giacobazzi
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/4554(»7;&017-’ l 6%2 prodeééor Important Events in the Universe
Time (seconds) Temperature (Kelvin)
0 co
Log,(Tro) 10 10
201 3 201 3 201 4 102 107
Trillions of years 190 - : ’ o Baryogenesis / [nflation o
Billions of years E ecparaes fem Weels Muslear
10° 10"
Millions of years [@UaTKCHadronRansition)
75 1-10° _ 1Q™
Millenia :
Decades
50 -
Weeks Recombination
Minutes Theoretical limit
Seconds 75 -
Milliseconds

Microseconds

0 8 15 23 30
Password Hardware  Operating
module controller  system

©DAR PA kernel
Log,(gates)
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About (im)possibility
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On THE (im)possibility result!

CLASSES OF RECURSIVELY ENUMERABLE SETS
AND THEIR DECISION PROBLEMS() lq 5 2

BY
H. G. RICE

A)e C.an onl/ }/ qpprox/‘maie I
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Another (im)possibility result!

On the (Im)possibility of Obfuscating Programs*

Boaz Barak' Oded Goldreichf Russell Impagliazzo? Steven Rudich? ‘? 00 ‘
Amit Sahaif Salil Vadhan! Ke Yang®

VBB

ﬂ)e C.an on/y parz‘/a//y oéfaécafe I
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What does it mean
being obscure!

@ different viecpoint From PL



The Attack Model

7773 cOmpai /ng power arnd Me/y/ory S /‘Ze

of’ COMPMZ‘ ersS a/oaé/ e e\/ery IS ronl 4S

a,'lo"'.’aunlll(',', Y 'J a)' a=3
 “% e a. it(* *); 1 $(~

Attackers need computers to attack computers

(© Giacobazzi
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Attackers need computers to attack computers



Whole-program view

(700d Programs are oell—structered

and AHave concirse rwarianls

Obscre programs are badly~structured
and have messy iwvariants

(© Giacobazzi
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Obfuscation as Compilation

Input Input

P — T[P]

Output Output

(© Giacobazzi
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Obfuscation as Compilation

Input

(

Output

(Pseudo-)Code:

mov eax, [edx+0Ch]
push ebx

push [eax]

call Releaselock

veler albes  aorhags

T

——

P — T[P]

“‘........ wvwr v anies) oy
gURREPTITIOUS

Input

A

Output

Obfuscated code (junk + reordering):

mov eax, [edx+0Ch]
jmp +3

push ebx

dec eax

jmp +4

inc eax

Jmp -3

call Releaselock
jmp +2

push [eax]

Jmp -2

dea
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Attacking code is Analysing code

(© Giacobazzi
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Sound Approximation software

n 2 »

To be Verified

Approximated

Computed
eard
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Sound Approximation software

n 2 »

To be Verified

Approximated

Computed
Hard
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Sound Approximation software

.2 B

To be Verified

Approximated

Computed

ard

LP]"

—
s

—
M
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Sound Approximation software

n 2 »

To be Verified

Approximated

—
s

—
M



Unso
. - ainstitu
d Approximation !mgea
SOTIwaAle

YT

Computed

ard




Unso
. - ainstitute
d Approximation !:omdea
SOTIWAIE

YT

Computed
Yard
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Unsound Approximation software

Computed
eard
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Unsound Approximation software
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Code Debugging

High
> Attack
N
od
P
= Defence _: >
)
Low

Analysis Precision High

7 he o z‘acéer eXp/ orls AA(gS
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Code Protection

High

Attack

Safety & Security

Defence

Low . N
Analysis Precision High

The atdacker reversSe engineer code

(© Giacobazzi
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Tracing

ﬁ/ Shiaggy

, Decompiler -

f ‘ Sllcm ‘ f

A PrOflllng & iy Ak ) T v .-;.i-’__'.-a(\')
Emulation f

Statlc. Dynamic ; ! i

W Analysis
/4 | I |
V‘\ Monitoring 3

< _ [ _ - 5 5 =TI =~ -

(© Giacobazzi
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Protecting is obscuring Interpreters !(thvcvlaerea

jeuy

sISA

SRR IOt

3

S LI
e s % oA\ o
(R "‘Em N 3;;
Lhu v

»: i A *0":?2 ‘%\
ek SRR LIRS
£ Wﬂ%’;ﬁﬁ BT
S AN S T

¥ '._'s sy

AR
» TS e Ay -
A %}iﬁ £y
X SR .\"q}fﬁ:}-‘. ,.e \‘&(?_' .ﬂ?\

3
byt S e DA
‘?d.?f“ ,‘é,if}‘
e %'*?.;x‘ e
SRy
3 2B Ik

-
L)
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Can we build a theory in PL?
(owdside cry/ﬂz‘o>




The Concrete Model

~Y
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software

The Concrete Model

A)e need COmpaZ‘e/\S lo reaSon aéoaf C’/ompaz“ers
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Partial Execution

0 Bad State

Still
buggy!

~Y

stop

Cheap, efficient, but unsound!!!
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Testing & Dynamic analysis

0 Bad State

~Y

Efficient but unsound!



The idea of Abstraction sofwgzﬁ?

a & 7Y

Abstractions are
Galois Connections between
Complete Lattices of

concrete/abstract denotations

1

Abstract Interpretation by Cousot & Cousot ACM POPL 1977

(© Giacobazzi
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Abstracting the Model

4 Z(t)

~Y
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Abstracting the Model

4 Z(t)

!
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Abstracting the Model

4 Z(t)

l
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Abstracting the Model

4 Z(t)

l
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Abstracting the Model

4 Z(t)

l
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Abstracting the Model

4 Z(t)

l .
~V
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Abstracting the Model

4 Z(t)

l .
~V
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software

Abstracting the Model

Bad State
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Abstract Interpretation

2 ()

~Y

Affordable (sound) loss of precision

Abstract Interpretation by Cousot & Cousot ACM POPL 1977
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Abstract Interpretation

2 ()

!

Affordable (sound) loss of precision

Abstract Interpretation by Cousot & Cousot ACM POPL 1977




-instituted
| (eqd

software

Abstract Interpretation

4 Z(t)

LP]"

— ?
Affordable (sound) loss of precision

Abstract Interpretation by Cousot & Cousot ACM POPL 1977

(© Giacobazzi
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software

Abstract Interpretation

Affordable (sound) loss of precision

Abstract Interpretation by Cousot & Cousot ACM POPL 1977

(© Giacobazzi
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| (ed

software

Abstract Interpretation

4 Z(t)

IV Fix-point

LP]"

—7’-

Affordable (sound) loss of precision

Abstract Interpretation by Cousot & Cousot ACM POPL 1977

(© Giacobazzi
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e

software

Soundness

0 Bad State

- N

Guaranteed
Security

>
t

Affordable (sound) loss of precision

a([P]) < [P]°



minstitut

e

software

Soundness

0 Bad State

-~

True
Alarm

>
t

Affordable (sound) loss of precision

a([P]) < [P]°



minstitut

e

software

(In)completeness

0 Bad State

5~

False
Alarms

t
Affordable (sound) loss of precision

a([P]) < [P]°



ilnslitutede

software

true bugs!

Completeness Domain Refinement

Giacobazzi et al. JACM 2000

(© Giacobazzi
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software

You can always refine!!!

true bugs!

Completeness Domain Refinement

a([P]) = [P]"



mooolute

i dea

ft
Soundness - R
* Analyses are designed to be sound
precision
o([PD) € [PI° X

N

* [alse alarms are due to imprecision

1

Abstract Interpretation by Cousot & Cousot ACM POPL 1977

(© Giacobazzi



imtltuted

software

Completeness T

e Some analyses may be complete

[Pl
/\N Imprecision
o)

o([P]) = TP]"

\

« Completeness may happen!

1

Abstract Interpretation by Cousot & Cousot ACM POPL 1977

(© Giacobazzi
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Example

135567 X -145673 = -19748451591

@7 @7 @7

v v \4

+
®
|

@7 (87 @7

_|_
@
ll
N
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Can we tune precision?

(© Giacobazzi
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software

Exploiting the (im)possibility results!

Slmp/ /‘f }/

(© Giacobazzi
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software

Exploiting the (im)possibility results!

Slmp/ /‘f }/
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software

Exploiting the (im)possibility results!

Slmp/ /‘f }/
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software

Exploiting the (im)possibility results!

Slmp/ /‘f }/

(© Giacobazzi
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Exploiting the (im

9
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Obscurity as Incompleteness software
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Obscurity as Incompleteness
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Obscurity as Incompleteness
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Obscurity as Incompleteness software

a b
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On the Completeness Class

Obfuscat /on/ De-obfuscation 1S COmp//az‘/'on betioeen Comp/ez(eneSS classes

Obfuscate
o C ~ Complete
\ /

De-obfuscate

Incomplete C

C(er) = {P program | a([P]) = [P]*}

Giacobazzi et al. ACM POPL 2015

(© Giacobazzi
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On the Completeness Class

C() € {P program | a([P]) = [P]*}

skip;
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On the Completeness Class

C() € {P program | a([P]) = [P]*}

skip;

skip; skip;
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On the Completeness Class

C() € {P program | a([P]) = [P]*}

ki
skip; skip;
skip; skip; skip;
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On the Completeness Class

C() € {P program | a([P]) = [P]*}

skip:
skip; skip;

skip; skip; skip;

skip; skip; skip; skip;
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On the Completeness Class

C() € {P program | a([P]) = [P]*}

NOD P complete, |P| = [|Q] # @ complete

Extensional

i 1 o\Z) " Q -
— —|— W\/

P
Q :

crxi=x — 1

IQI L wl
n )
(0]
S

P

Ny

\

4 S well as Comp/ eX/Z‘y !
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On the Completeness Class

C() € {P program | a([P]) = [P]*}

C(a) = All Programs < o € {\x.x, A\z. T}

E For any nontrivial abstraction a
there always exists an incomplete program!

5//)7// S Zo E‘C’/e ‘5 T)’]eoﬁem C 195 21



On the Completeness Class

C() € {P program | a([P]) = [P]*}

If a nontrivial (o # id & o # T)
£ Co and C, are productive sets

Comp/ eleness 15 Aarder Zo prove Zhan Zerrvnadion
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On the Completeness Class

C() € {P program | a([P]) = [P]*}

If a nontrivial (o # id & o # T)
e Co and C,, are productive sets

Automating the proof that
a is complete for P is impossible

Coxyzp/ eleness 15 harder o prox/e Zhan Cerrnnalion
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On Completeness software

and /‘/)’IPOS S /‘5// /Z(y

3
3

Co Zm and Z2m Cq
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Let us mix all this together

(© Giacobazzi
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How to make code obscure
via Yoshihiko Fudamera 192

Programming style

[interp|(P, d) l
| [spec]|(interp, P)

\

[P](d)

I(d)

Algorithm
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How to make code obscure
via Yoshihuko Fudanricra 192

Programming style

=
i

=

—
S

~—
|

Giacobazzi et al PEPM 2012

(© Giacobazzi
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I: Data Obfuscation

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Weird Interpretation:v — 2v

input P, d; Program to be interpreted, and its data
pc = 2; Initialise program counter and obfuscated store:
store := [in — obf(d), out — obf(0), 1 — obf(0),...];
while pc < length(P) do
instruction := lookup (P, pc);
case instruction of Dispatch on syntax
skip : pc:=pc—+1; Obfuscate values when stored:

r = e : store := storelx +— obf (eval(e, store))]; pc = pc+ 1;
. endw ;

output dob(storelout]);
obf(V) = 2% V; dob(V) = V /2 QObfuscation/de-obfuscation

eval(e, store) = case ¢ of

constant : obf(e)
variable : dob(store(e)) De-obfuscate variable values

el +e2 :eval(el,store) + eval(e2, store)
el —e2 :eval(el,store) — eval(e2, store)

Obf,(P) = [spec|(interp, P)

dea



| dea

Weird Interpretation:v — 2v

The source program is automatically transformed into this equivalent
obfuscated one

1

‘input z;

input z: 192 :=2x2;  Obfuscate input z
2oy =2 2oy = 2% 2: Obfuscate y := 2
>-while 2 > 0 do 3-while /2 > 0 do De-obfuscate

Y=y +2,  — by =2x%(y/242);

Yopi=g — ] Yop=2x%(z/2—1)

endw endw

® output y; ®output y/2; De-obfuscate output
7.end 7.end

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Sign analysis is complete for multiplication *: exact information.

Sign analysis is incomplete for addition +: imprecise information

— |+ 0 — — — — T(')
010 0 0 o — 0 +
|- 0 4+ + | T + +

Our trick: ...let the interpreter evaluate!

eval(e, store) = case e of
el +e2 :eval(el, store) + eval(e2, store)
el xe2 :let vl = eval(el, store), v2 = eval(e2, store)
in vl x(v2—1)+v]l

Obf,(P) = [spec|(interp, P)

(© Giacobazzi



Sign Attack

Sign analysis is complete for multiplication x: exact information.

Sign analysis is incomplete for addition +: imprecise information

P. P'.
1'input x; 1'input T
) )
3>-while z > 0 do 3>-while z > 0 do
Ty =y xy; — fy=yx(y—1)+y;
Spi=g—1 pi=g—1
endw endw
6'output Y, 6'output Y,
7-end 7-end

Sign analysis yields y — + in P, but it yields y — T in P".

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Interval Attack

We consider variable splitting:
v € Var(P) is split into (v, vy) such that
v1 = fi(v), v2 = f2(v) and v = g(vy, v2)
fi (?}) =v = 10
f2(v) =v mod 10
g(vi,v2) =10 v7 + v

And the interval analysis: ((z) = [min(z), max(z)]
= 0;

P : L
while v < N {v + 4} [P]" = Av. [0, N]

(© Giacobazzi
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Interval Attack i dea

We consider variable splitting:
v € Var(P) is split into (v, v2) such that
v1 = fi(v), v2 = fo(v) and v = g(v1, v2)
fi (’U) =ov = 10
=v mod 10
g(vy,v2) =10-v1 + v

And the interval analysis: ((z) = [min(z), max(x )]

I U1 :O;
[T(P);c]" =

No[0,9]
while 10-v; + v < N { Av. 10 © [0, =51 @ [0, 9]
mo=v+(npt1)=10 A0 N©I0,9] =
v = (v +1) mod 10 Av. [0, N-+7]
5

C: v=10-v1 + »

?}2:0;

Obfuscation induces errors

(© Giacobazzi
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Dynaric Obfuscation

<7php

1: $w = 0; $n=1;

2: while ($n<=N) {

3: $z = rand(2, 10);
4: $str = ’$x=0;$y=0;

5: while (’.8z.’*$x+$y+1<=’.8$n.’) {
6: $x=intval ((’.$z.’ *$x+Py+1)/’.$z.’);
7: $y=($y+1)%’ .$z.°;}; 2
8: $w=%w+’.8z.  *$x+8y;’. $str; ++3%n;}; (]\[ _F-]\[)/@z'
9: eval($str.’;’); echo $w. "\n";
7>

Loc ) output [[P]] int

(7]
» input

© Giacobazzi N N-+1 N N+1
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software

ll: Flattening

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Code Flattening

irdeto

ldea: “scramble” or “distort” the control flow of input program P, without
changing its whole-program semantics

— !

v - '
Loop i Conditional jumpI ; l -2l C l l 71 .
S |
Original Program Flow Control Flow Flattened Program

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Code Flattening

irdeto

int modexp(int y,int x[], By :[ k=0
int w,int n) { s=1
int R, L; ¢ *
int k = (1); it (e
int s = 1;
while (k < w) { /¢
if (x[k] == 1) return L if (x[k]1==1)

R = (s*xy) 7% n; 4///// \\\\*

else Bs R=(s*y) mod n By R=s
R = s;
s = RxR % n;

L = R; Bs : s=R*R mod n
k++
¥ goto Bj

return L;

Obf,(P) = [spec|(interp, P)

(© Giacobazzi



Code Flattening

irdeto

int modexp(int y, int x[], int w, int n) A
int R, L, k, s;
int next=0;
for (;;)
switch(next) {
case 0 : k=0; s=1; next=1; break;

case 1 if (k<w) next=2; else next=6; break;
case 2 if (x[k]==1) next=3; else next=4; break;
case 3 R=(s*y)%n; next=5; break;

case 4 R=s; next=5; break;

case 5 s=R*R%n; L=R; k++; next=1; break;

case 6 return L;

Obf,(P) = [spec|(interp, P)

(© Giacobazzi

dea



irdeto

‘4///

Code Flattening

next=0

L

switch(next)

k=0
s=1
next=1

(© Giacobazzi

if (k<w)
next=2
else

if (x[k]==1)

next=11
else
next=4

B X\

>

return L

Bs

Obf,(P) = [spec|(interp, P)

dea
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Code Flattening

Original program P: Flattened equivalent program p’:

1'input z 2 pci=2;

1'input x; 3-while pc < 6 do
2oy = 2; *-case pc of
3-while z > 0 do 2: 2y:=2: & pci=3:

byi=y+2: # 3: 7if z > O then % pc := 4 else 7 pc := 6:

Spi=x — 1 4: 104 =y +2: "pe =5

endw 5: 12 pi=g—1: 13 pc.=3;
6'output Y, endw
’-end 14'output Y
15. and

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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A self-Interpreter

input P, d; Program to be interpreted, and jts data
pc = 2; Initialise program counter and store
store := [in — d, out — 0,27 — 0,...];
while pc < length(P) do
instruction := lookup (P, pc); Find the pc-th instruction
case instruction of Dispatch on syntax
skip : pe:=pec+ 1;
T = e : store:= storelr — eval(e, store)]; pc :=pec+ 1;
. endw ;
output storelout];
eval(e, store) = case e of Function to evaluate expressions
constant : e
variable : store(e)
el +e2 :eval(el, store) + eval(e2, store)
el —e2 :eval(el, store) — eval(e2, store)

el xe2 :eval(el, store) x eval(e2, store)

Obf,(P) = [spec|(interp, P)

dea



Original program P:

1'inputx;

2oy =2
3-while z > 0 do

Code Flattening

Original program P:

1'inputaz;

2y =2
3-while z > 0 do

| dea

What s cworong 7

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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The right self-Interpreter

input P, d; Program to be interpreted, and jts data
pc = 2; Initialise program counter and store

instruction := lookup (P, pc); Find the pc-th instruction
case instruction of Dispatch on syntax
skip : pe:=pec+ 1;
T = e : store:= storelr — eval(e, store)]; pc :=pec+ 1;
. endw ;

output storelout];

eval(e, store) = case e of Function to evaluate expressions
constant : e
variable : store(e)
el +e2 :eval(el, store) + eval(e2, store)
el —e2 :eval(el, store) — eval(e2, store)

el xe2 :eval(el, store) x eval(e2, store)

Obf,(P) = [spec|(interp, P)

| dea

pc dynamic!
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Code Flattening

Original program P: Flattened equivalent program p’:

1'input z 2 pci=2;

1'input x; 3-while pc < 6 do
2oy = 2; *-case pc of
3-while z > 0 do 2: 2y:=2: & pci=3:

byi=y+2: # 3: 7if z > O then % pc := 4 else 7 pc := 6:

Spi=x — 1 4: 104 =y +2: "pe =5

endw 5: 12 pi=g—1: 13 pc.=3;
6'output Y, endw
’-end 14'output Y
15. and

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Why?

Obf,(P) = [spec|(interp, P)
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The CFG Abstraction

P, |29 :=1; 3whilei>0dd% =4 +1;
g =g S

Obf,(P) = [spec|(interp, P)
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The CFG Abstraction

Py iwhile i>0do% :=i+1;
tyi=g; >
@
o0

Obf,(P) = [spec|(interp, P)
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The CFG Abstraction

z:=0;
Py 2'@::1;d(3)Bi =1+ 1;
dyim gy S

Obf,(P) = [spec|(interp, P)



i d
The CFG Abstraction SU“Wﬁ 9

Obf,(P) = [spec|(interp, P)



The CFG Abstraction

Ly =0;

Obf,(P) = [spec|(interp, P)

i dea

software



i dea
The CFG Abstraction software

Ly :=0;
P, |2i:=1;3whilei>0dd% =4 +1;
ty Zxé

...................................... incomplete!!

Obf,(P) = [spec|(interp, P)
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The CFG Abstraction

The attacker is an abstract interpreter extracting the CFG from P
v forgets the computed memory M: C = Ac. M
v forgets the branch computation when involving the pc: n
v Fixpoint Graph semantics: [P]g = Ifp(Gp)

Ly Static CFG extraction
Theorem
C o : e pc dynamic!
([[P]]G) = [P]< " iff pc is not a program variable <
Completeness"

{

i Flattening is dlstortlng an mterpreter maklng an abstract mterpreter extractlng
the CFG incomplete |

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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I1I: Slicing

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Program Slicing
M. tWelser 191

For a variable v and a statement (program point) s (final use of v), the slice S
of program P with respect to the slicing criterion <s,v) is any executable
program such that S can be obtained by deleting zero or more
statements from P and if P halts on input | then the value of v at the
statement s, each time is reached in P, is the same in P and in S.

_1$:O, lrz:=0;
P, |%3:=1;%whilei >0doi:=i+1; Ps
|y =g |y =g
Program
Dependency Graph

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Data Dependency Obfuscation

Word Count program
which takes a block of text and outputs the number of
lines (nl), words (nw) and characters (nc):

original() {
intc,nl=0, nw =0, nc =0, in;

in=F,
while ((¢c =getchar()) | = EOF) {
NC ++;
if(c=="||lc=\n" || c=\t)in=F;

elseif (in==F) {in=T; nw ++; }
if (¢ ==\n") nl ++;

}

out(nl, nw, nc); }

Obf,(P) = [spec|(interp, P)

dea
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Data Dependency Obfuscation

Word Count program
which takes a block of text and outputs the number of
lines (nl), words (nw) and characters (nc):
Slicing criterion: nl

original() {
intc,nl =0, nw=0, nc =0, in;

in=F,
while ((¢c = getchar()) | = EOF) {
Nne ++;
if(c=="||lc=\n" || c=\t)in=F;

elseif (in==F) {in=T; nw ++; }
if (¢ == \n") nl ++;

}

out(nl, nw, nc); }

Obf,(P) = [spec|(interp, P)

dea
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Data Dependency Obfuscation

Word Count program
which takes a block of text and outputs the number of
lines (nl), words (nw) and characters (nc):
Slicing criterion: nw

original() {
int ¢, nl =0, nw =0, nc =0, in;

in=F;
while ((c = getchar()) | = EOF) {
NC ++;
if(c==""]lc=\n" || c=\t) in=F,

elseif (in==F) {in =T; nw ++; }
if (c==\n") nl ++;

}

out(nl, nw, nc); }

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Data Dependency Obfuscation

Word Count program
which takes a block of text and outputs the number of
lines (nl), words (nw) and characters (nc):

obfuscated() {
int c,nl=0, nw =0, nc =0, in;

in=F,
while ((¢ = getchar()) ! = EOF) {
Ne ++;
if(c=""||c=\n"|| c=1t)in=F,

elseif (in==F) {in=T; nw ++; }

if (¢ == \n") {if (aw <=nc) nl ++; }
if (nl > nc) nw =nc + nl;

else {if (nw > nc) nc =nw - nl; }

}

out(nl, nw, nc); }

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Data Dependency Obfuscation

Word Count program
which takes a block of text and outputs the number of
lines (nl), words (nw) and characters (nc):

obfuscated() {
int c,nl=0, nw =0, nc =0, in;

in = F,
while ((c = getchar()) ! = EOF) {
NeC ++; N
if(c==" || ec==\n’ || c==\t) in = F; ways true

else if (m ==F) {in =T,
1f (c ==‘\n") {if nl ++; }

Always false nw nc +nl;
nc nw — nl; }

out(nl nw, nec);, }

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Data Dependency Obfuscation

Word Count program
which takes a block of text and outputs the number of
lines (nl), words (nw) and characters (nc):
Slicing criterion: nl

obfuscated() {
intc,nl=0,nw =0, nc =0, in;

in=F,

while ((c = getchar()) | = EOF) {
Ne ++;
if(c="]|lc=9\n"||c=\t)in=F,

elseif (in==F) {in =T; nw ++; }

if (c ==‘\n") {if (nw <=nc) nl ++; }
if (nl > nc) nw =nc + nl;

else {if (nw > nc) nc =nw - nl; }

}

out(nl, nw, nc); }

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Data Dependency Obfuscation

Word Count program
which takes a block of text and outputs the number of
lines (nl), words (nw) and characters (nc):
Slicing criterion: nw

obfuscated() {
intc,nl=0,nw =0, nc =0, in;

in=F,

while ((c = getchar()) | = EOF) {
Nne ++;
if(c=""]|lc=A\n"||c=\t)in=F,;

elseif (in==F) {in=T; nw ++; }

if (c==\n") {if (nw <=nc) nl ++; }
if (nl > nc) nw =nc + nl;

else {if (nw > nc) nc =nw - nl; }

}

out(nl, nw, nc); }

Obf,(P) = [spec|(interp, P)

(© Giacobazzi



Opaque Predicates

Examples of opaque predicates from number theory

Vr,y € Z:
Ve € 7 :

Ve € 7 :

VneZ ,z,y €7L:
Vn€Zt,x,y €7:
Vn € Zt,x,y €7
Ve € 77 :
Ve € 7 :

Ve € 7 :

Ve, y,z € 7 :
Ve € 77 :

(© Giacobazzi

7y2—17éa:2

2| (z + 2?)

3] (x3 —x)

(z—y) | (2" —y™)

2|n V (z+y)l (=" +y")

2 fnV (z+y)|(z" —y")

91 (10% +3-4(z+2) 4 5)

3/(7z —5) = 9| (28z% — 13z —5)
5|2z —1) = 25| (14z% — 19z —19)
(2 Jz N2 fy) = z?+y? #2°
14| (3. 7%4+2 4 5.4%2=1 _5)

'SU

| dea

. " ———— A
Ll SOFTWARE SECURITY SERIES | vy
A\ .

RREPTITIOUS

Christian Collberg and Jasvir Kagra
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The PDG Abstraction

0
1:3whilei >0doi:=i+1; Depey = @ s = (o, (Entry, 1))
-

/'// \\~\~
* ~
.7 ' AN N
,/ / \\ \\
- 4 4 .
A
1 2 3 Ay

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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The PDG Abstraction

24:=1;3%whilei >0doi:=i+1; Dy =D, = 1] s = (o, (1,2))
4.
yi=a;

Obf,(P) = [spec|(interp, P)
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The PDG Abstraction

‘whilei >0doi:=i+1; Dy, =[D, =1,D; = 2] s = (0,(2,3))
Entry
- W\
TN
~ \ T

Obf,(P) = [spec|(interp, P)
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The PDG Abstraction

=0;
=1 Cwhile i > 0dDi == i +1; Dy=[D,=1,D; =2 s = (0,(3,3a)) and s = (o, (3,4))
=X

Obf,(P) = [spec|(interp, P)
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The PDG Abstraction

=0;
=1; *while i > 0 d€T= i + L Dso =Dy =1,D; =3a] 1 = (0, (3¢,3)) and sy = (0, (3, 4))
=T ;

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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The PDG Abstraction

Lg:=0;
Py | 2i:=1; Cwhile i > 0dodi = i + 1; Dyy = [Dy = 1,D; =3a] s = (0,(3,3a)) and 82 = (0, (3,4))
Y=

3a
fixpoint

Obf,(P) = [spec|(interp, P)
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The PDG Abstraction

. 3whilei>0doi:=i+1; Dy=[D,=1,D;=2D,=4 s ={0,(3,3a)) and s, = (0, (4, L))

Obf,(P) = [spec|(interp, P)
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Slicing Obfuscation

SynZ‘ actic PD(7

Entry
AN

SN
/'// N I~
. , ~

\\ ‘\‘

,\.‘ \ 1 .
/ \\A 7T rete a/ependenc/e\s

Theorem

®

The Semantic PDG is complete (i.e., the PDG analysis is precise) iff the
program does not contain fake dependencies

peena E At e g e >N 2 SRS s WO Ay 8¢ a2 2 o s 2 LR T o g E s A el g (L pocn o o SR O s A e L Aoe B Lo posm G LR o s A il e Ak B L b

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Slicing Obfuscation

SynZ‘dCZ(/‘C PDG

T rete dependencfeS
O(P) +

Fa,ée dependend/eé

Thorm |

3

The Semantic PDG is complete (i.e., the PDG analysis is precise) iff the
program does not contain fake dependencies

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Slicing Obfuscation

Semdhffc pbé

T rete dependencfeS

_|_
Fa,ée a/epena/enC/eS

Thorm |

3

The Semantic PDG is complete (i.e., the PDG analysis is precise) iff the
program does not contain fake dependencies

Obf,(P) = [spec|(interp, P)

(© Giacobazzi
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Slicing Obfuscation

Semdhffc pbé

Entry
AN

AN
/'// N
. , ~

\\ ‘\‘

T rete dependencfeS

Thorm |

3

The Semantic PDG is complete (i.e., the PDG analysis is precise) iff the
program does not contain fake dependencies

Obf,(P) = [spec|(interp, P)

(© Giacobazzi



Theorem
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Slicing Obfuscation

Senmantic. PD(7

Entry
AN

. DN
,/’// A
, N

T rete dependend/eS

The Semantic PDG is complete (i.e., the PDG analysis is precise) iff the
program does not contain fake dependencies

psna N D T PR g A s 2 . > SEI g Ao B Lo pocn et o PRI RO PO T DU S P VI SO 2o g PO L PO S A Y SO s e o e aE Ae B Lo b

Obf,(P) = [spec|(interp, P)

®
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Conclusions



So what!

Any obfuscation technique is an instance of

0bf,.(P) = [spec|(interp, P)Oé

for some interp® making an abstraction « incomplete!

-~ Profiling: Abstract memory keeping only (partial) resource usage

SURREPTITIOUS

Tracing: Abstraction of traces (e.g., by trace compression)

Slicing: Abstraction of traces (relative to variables)

Monitoring: Abstraction of trace semantics ([Cousot&Cousot POPL02])
Decompilation: Abstracts syntactic structures (e.g., reducible loops)

(hristien olberg  _aswir fage

Disassembly: Abstracts binary structures (e.g., recursive traversal)

Given an obfuscated code P, what is «? ?

Given «, can we derive interp® systematically?

(© Giacobazzi



OBFUSCATION
A USER'S GUIDE

FOR PRIVACY AND PROTEST

Finn Brunlan | Helen Nissenbaui

1. p’
» 2. comp
3. cogen

(© Giacobazzi

Correctness: a provably correct obfuscation?”

s obscured code still secure?

Adaptable interpreters and specialisers for
dynamic obfuscation?

Measures of behaviour leakage ?

Automated Machine Learning reverse
engineering as attack models?

[spec](interp®, P) Transform program
[spec](spec, interp®) Generate transformer
[spec](spec, spec) Transformer generator
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The Challenges % e

FE T =

SHONAN MEETING

NIi

Intentional and extensional aspects of computation:
From computability and complexity to program analysis and security

Shonan Village Center, Japan
January 22-25, 2018
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Neil Sandrine

&
o

Francesco Francesco

Roberta Roberto

05{» wscalion & Secar/z‘y Comp/ elerness
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Experiments

ERrny
7177 The InterProc Analyser
i
http://pop-art.inrialpes.fr/interproc/interprocweb.cgi

Ty
Vi)
iy

P 3 - o\ @
e A8

"YJocCaml


http://pop-art.inrialpes.fr/interproc/interprocweb.cgi

(© Giacobazzi

| dea
Example

proc MC(n:int) returns (r:int)
var tl:int, t2:int;

begin
HE (n7190) then Nested recursive function by
else John McCarthy!
tl = n + 11;
t2 = MC(tl);
r = MC(t2);
endif;
end n — 10 if n > 100
M(n) = ,
var (n) { M(M(n+11)) if n < 100
a:int, b:int;
begin
b = MC(a);

end
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Example

Annotated program after forward analysis
proc MC (n : int) returns (r : int) var tl : int, t2 : int;
begin
/* (L5 C5) top */
if n > 100 then
/* (L6 C1l7) [|n-101>=0|]1 */
r =n - 10; /* (L7 Cl4)
[ |[n-101>=0; r-91>=0|] */
else
/* (L8 C6) [|-n+100>=0|] */
tl = n + 11; /* (L9 C17)
[ |-n+100>=0; -t1+111>=0]|] */
t2 = MC(tl); /* (L10 C17)
[|-n+100>=0; -t1+111>=0; t2-91>=0]|] */
r = MC(t2); /* (L11 Cl6)
[ |-n+100>=0; r-91>=0; -t1+111>=0; t2-91>=0]|] */
endif; /* (L12 C8) [|r-91>=0|] */
end

var a : int, b : int;
begin

/* (L17 C5) top */

b = MC(a); /* (L18 Cl12) [|b-91>=0]|] */
end

(© Giacobazzi
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Obfuscation

Source
var i:int, j:int;
. begin
var 1l:1nt; .
: i=0;
begin j = 0;
i= 0; oo -
*1+4 <=
while (i<=200) do while ((10%1+3)<=200) do
. . i = i+(j+1) / _i,0 10 ;
i= i+1; i = (§ + 1) % 10;
end done;
i = 10*i+7j;
end
Result
Annotated program after forward analysis
var i : int, j : int;
begin
/* (L2 C5) top */
Annotated program after forward analysis i=0; /* (L3 C8) [|i=0]|] */
var i : int; j =0; /* (L4 C8)

begin
/* (L2 C5) top */
i=0; /* (L3 C8) [|i>=0; -i+201>=0]|] */
while i <= 200 do

[|i>=0; -i+21>=0; j>=0; -j+10>=0]|] */
while 10 * i + j <= 200 do
/* (L5 C26)
[|i>=0; -i+20>=0; 3>=0; -j+10>=0|] */

i=1i+(j+1) /_i,0 10; /* (L6 C26)
[|i>=0; -i+21>=0; j>=0; -j+10>=0]|] */
(j + 1) & 10; /* (L7 C21)
[|i>=0; -i+21>=0; j>=0; -j+10>=0|] */

/* (L4 Cl9) [|i>=0; -i+200>=0]|] */
i=1i+1; /* (L5 C12)
[|i-1>=0; -i+201>=0]|] */ j
done; /* (L6 C7) [|1-201=0]|] */
end done; /* (L8 C7)
[|i-20>=0; -i+21>=0; j>=0; -j+10>=0|] */
i =10 * i + j; /* (L9 C11)

[|i-200>=0; - §>=0; -§+10>=0]] */

C?céfSClé(/ws./

end

(© Giacobazzi



var i:int;
begin
i= 0;
while (i<=10) do
i = i+1;
done;
end

Result

Annotated program after forward analysis
var i : int;
begin
/* (L2 C5) top */
i=0; /* (L3 C8) [|i>=0; -i+11>=0]] */
while i <= 10 do
/* (L4 Cl8) [|i>=0; -i+10>=0|] */
i=1i+1; /* (L5 Cl12)
[|i-1>=0; -i+11>=0]|] */
done; /* (L6 C7) [|i-11=0]|] */
end

(© Giacobazzi

Obfuscation

var i:int, j:int;
begin
i=0; j=0;
while (j<=10) do
i =i+1;
J =3+1;
done;
end

Annotated program after forward analysis
var i : int, J : int;
begin
/* (L2 C5) top */
i=0; /* (L3 C8) [|i=0]|] */
j =0; /* (L3 C13) [|i>=0; j>=0; -j+11>=0]|] */
while j <= 10 do
/* (L4 C18) [|i>=0; j>=0; -j+10>=0|]1 */
i=41i+1; /* (L5 Cl11)
[|i-1>=0; j>=0; -3j+10>=0|] */
j + 1; /* (L6 Cl2)

j

[|i=1>=0; j-1>=0; -j+11>=0|] */

done; /* (L7 C7) [ j-11=0|]1 */

end

C)zéﬁSClé(rfzf

dea



Result

Annotated program after forward analysis

var i
begin

var i:int;
begin
i= 0;

while (i<=10) do

i = i+1;
done;
end

int;

/* (L2 C5) top */

i=0; /* (L3 C8) [|i>=0; -i+11>=0]|] */

while

/* (L4 Cl8) [|i>=0; -i+10>=0|] */

i

end

(© Giacobazzi

i <= 10 do

i+ 1; /* (L5 C12)

[|i-1>=0; -i+11>=0]|] */
done; /* (L6 C7) [|1i-11>=0; -i+11>=0|] */

With Octagons

var i:int, j:int;
begin
i=0; j=0;
while (j<=10) do
i =i+1;
J =3+1;
done;
end

Annotated program after forward analysis

var i : int, j : int;

begin
/* (L2 C5) top */

i=0; /* (L3 C8) [|i>=0; -i>=0]|] */

i = 0; /* (L3 C13)
[|i>=0; -i+11>=0; -i+j>=0; i+j>=0; j>=0; -i-j+22>=0; i-j>=0;
-j+11>=0]|] */

while j <= 10 do
/* (L4 C18)

dea

[|i>=0; -i+10>=0; -i+j>=0; i+j>=0; j>=0; -i-j+20>=0; i-j>=0; -j+10>=0|] */

i=141i+1; /* (L5 Cl1)

[|i-1>=0; -i+11>=0; -i+j+1>=0; i+j-1>=0; j>=0; -i-j+21>=0;

i-j-1>=0; -j+10>=0]|] */
j =3+ 1; /* (L6 Cl2)

[|i-1>=0; -i+11>=0; -i+j>=0; i+j-2>=0; j-1>=0; -i-j+22>=0;

done; /* (L7 C7)

[|i-11>=0; -i+11>=0; -i+j>=0; i+j-22>=0; j-11>=0; -i-j+22>=0;
i-j>=0; -j+11>=0]] */

end

i-j>=0; -j+11>=0|] */
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Let s plag!!!

http://pop-art.inrialpes.fr/interproc/interprocweb.cqgi
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Obfuscation on Linear Relations

Source
proc incr (x:int) returns (y:int)
begin
y = x+1;
end

var i:int;
begin
i= 0;
while (i<=10) do N
i incr(i);
done;
end

Result

Annotated program after forward analysis
proc incr (x : int) returns (y : int) var ;
begin

/* (L3 C5) top */

y =x+ 1; /* (L4 C10) [|-x+y-1=0]|] */
end

var i : int;
begin
/* (L8 C5) top */
i=20; /* (L9 C8) top */
while i <= 10 do
/* (L10 C18) top */
i = incr(i); /* (L1l Cl6) top */
done; /* (L12 C7) top */
end
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Obfuscation on Octagons

var i:int;
begin
i= 0;
while (i<=10) do
i = i+1;
done;
end

Result

Annotated program after forward analysis
var i int, j : int;
begin

/* (L2 C5) top */

i=0; /* (L3 C8) [|i>=0; -i>=0]|] */

j=1; /* (L3 Cl12)

[|i>=0; -i+1024>=0; -i+j-1>=0; i+j-1>=0; j-1>=0; -i-j+3072>=0;
i-j+2047>=0; -j+2048>=0]|] */
while j <= 1024 do
/* (L4 C20)
[|i>=0; -i+1023>=0; -i+j-1>=0; i+j-1>=0; j-1>=0; -i-j+2047>=0;
i-j+1024>=0; -j+1024>=0|] */

j=3 *2; /% (L5 Cl2)
[|i>=0; -i4+1023>=0; -i+j-2>=0; i+j-2>=0; j-2>=0;
-i-j+3071>=0; i-j+2048>=0; -j+2048>=0]|] */
i=41i+1; /* (L6 Cl12)
[|i-1>=0; -i+1024>=0; -i+j-1>=0; i+j-3>=0; j-2>=0;
-i-j+3072>=0; i-j+2047>=0; -j+2048>=0|] */
done; /* (L7 C7)

[|i>=0; -i+1024>=0; -i+j-1>=0; i+j-1025>=0; j-1025>=0;
-1-3j+3072>=0; i-j+2047>=0; -j+2048>=0|] */
end

(© Giacobazzi
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var i:int, j:int;
begin
i=0;3=1;
while (j<=1024) do
J = 3*%2;
i = i+1;
done;
end
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Hacking McCarthy 91

Source

proc MC(n:int) returns (r:int)
var tl:int, t2:int;
begin
if (n>100) then
r = n-10;
else
tl = n + 11;
t2 = MC(tl);
r = MC(t2);
endif;
end C

var
a:int, b:int;
begin

b = MC(a);
end
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Source

proc MC(n:int) returns
var tl:int, t2:int;

(r:int)

begin
if (n>100) then
r = n-10;
else

tl = n + 11;
t2 = MC(tl);
r = MC(t2);
endif;
end

var
a:int, b:int;
begin
b =
end

MC(a);
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proc MC(n:int) returns (r:int)
var tl:int, t2:int, p:int;

begin
p = n*2;
if (p>200) then
r = (p-20)/2;
else

if (n*(n-1))%2==0 then

tl = (p + 22)/2;
t2 = MC(tl);
r = MC(t2);
else
r=50;
endif;
endif;
end
var
a:int, b:int;
begin
b = MC(a);
end

See More from Vivek Notani
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Source

proc MC(n:int) returns (r:int)
var tl:int, t2:int;

begin
if (n>100) then
r = n-10;
else

tl = n + 11;
t2 = MC(tl);
r = MC(t2);
endif;
end

var
a:int, b:int;
begin
b =
end

MC(a);
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proc MC(n:int) returns (r:int)
var tl:int, t2:int, p:int;
begin
P = n*n;
if (p>10000) then
r = (p/n-10);
else
tl = (p + 11*n)/n;
t2 = MC(tl);
r = MC(t2);
endif;
end

var
a:int, b:int;
begin
b =
end

MC(a);
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Why this works?

var 1 : int;
begin
/* (L4 C5) top */
1=20; /* (L5 C8) [|i>=0; -1+11>=0]|] */
while i <= 10 do
/*¥ (L6 C18) [|i>=0; -1+10>=0]|] */
i=1+1; /* (L7 C14)
['i-1>=0; -i+11>=0|] */
done; /* (L8 C7) [|i-11=0]|] */
end

(a) Complete Analysis

var 1 : int;
begin
/¥ (L4 C5) top */
1=20; /*¥ (L5 C8) [|1>=0; -1+106>=0|] */
while 1 <= 10 do
/* (L6 C18) [|1i>=0; -1+10>=0|] */
if 1 == 5 then

/* (L7 C18) [|i-5=0]]1 */

1 =1+ 100; /* (L8 C19) [|1-105=0|] */
endif; /* (L9 C10) [|i>=0; -1+105>=0|] */
if 1 == 105 then

/* (L10 C20) [|i-105=0]]1 */

1 =1 -100; /* (L11 C19) [|1-5=0]|] */
endif; /* (L12 C10) [|i>=0; -i+105>=0|] */
i=14+1; /¥ (L13 C14)

[|i-1>=0; -1+106>=0|] */
done; /* (L14 C7) []i-11>=0; -i+106>=0|] */
end

(b) Incomplete Analysis

Tdeas??
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