Software Protection Research

ISSISP 2017—Introduction

Christian Collberg

Department of Computer Science
University of Arizona

hitp://collberg.cs.arizona.edu

collberg@gmail.com

Supported by NSF grants 1525820 and 1318955 and
by the private foundation that shall not be named


http://collberg.cs.arizona.edu
mailto:collberg@gmail.com?subject=

Man-At-The-End Scenarios
Tools vs. Counter Tools
What i1s Obfuscation?
What is Tamperproofing?
Exercises

Questions



July 18

® 09:00 —
10:30

®10:30 —
11:00

® 11:00 —
12:30

® 12:30 —
14:00

® 14:00 —
16:00

® 16:00 —
16:30

July 19

Basic obfuscation

Coffee Break

Basic obfuscation [hands-on]

Lunch

Exploitation & basic defenses

[hands-on]

Coffee Break



® 09:00 — Watermarking & =
10:30 Fingerprinting

®10:30 — Coffee Break

11:00

® 11:00 — Anti-deobfuscation )
12:30 Techniques

®12:30 — Lunch

14:00

® 14:00 — Protection Evaluation =
15:30

® 15:30 — Coffee Break

16:00

® 16:00 — Malware Analysis &
17:30

® 18:00 — Poster Session

19:30



- Hands-on during the lectures
- Install the Tigress obfuscator:

- Get the test program:

- Tigress runs on Linux and
MacOS


http://tigress.cs.arizona.edu/%23download
http://tigress.cs.arizona.edu/fib.c

July 17 July 18 July 20 July 21

® 09:00 — Foundations of obfuscation =
10:30

®10:30 — Coffee Break

11:00

® 11:00 — Obfuscation & static semantic =
12:30 analyses

®12:30 — Lunch

14:00

® 14:00 — Practical Formal Methods )
15:30

® 15:30 — Coffee Break

16:00

® 16:00 — Malware Analysis [hands-on] &

17:30



® 09:00 — Advanced Software Protection &
10:30

® 10:30 — Coffee Break

11:00

® 11:00 — Advanced Software Protection I~
12:30

®12:30 — Lunch

14:00

® 14:00 — Social Event

23:00



® 09:00 —
10:30

®10:30 —
11:00

® 11:00 —
12:30

®12:30 —
14:00

® 14:00 —
16:00

® 16:00 —
16:30

® 16:30 —
17:30

Side-channel Attacks

Coffee Break

Fault Injection

Lunch

The Industrial Challenge in
Software and Information
Protection

Coffee Break

Panel: Industrial Challenges
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Man-at-the-End
Scenarios




snapchat () { B snapchat  #

after (8 seconc Iz B1£9$Econds ago - Screenshot! (1)
remove picture();

1f (screenshot())
notify sender();

if (app is tampered()

env_1s suspicious()

bob 1s curious())
punish bob();




Man-At-The-End

MATE attacks occur in any setting
where an adversary has physical access
to a device and compromises it by
inspecting, reverse engineering, or

tampering with its hardware or
software.



set top box() {
1f (bob paid(“ESPN"))
allow access();

1f (hw 1s tampered()

sw 1s tampered()

bob 1s curious()

[ ]-)
punish bob/();

Code &
Content
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int main () {
1f (false){
printf (WLicense expired!”);

Hack!




oExtract Code!
¢Discover Algorithms!
¢Find Design!

¢Find Keys!

+Modify Code!

int foo() {




int main () {

S 4
"@*

“Code Lifting”




int DigitalRightsMgmt () {
album=download();
key=0x47...;
g=decrypt (key,album);
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Malicious
insider!

Secret! NI

¢Evade discovery!
¢Hide intent!
¢Destroy data!

oExfiltrate secrets!



Malware!

Secret! NI

¢Exploit vulnerability!
¢Evade discovery!
eSurvive reboot!
¢Hide intent!

®Destroy data!
oExfiltrate secrets!



Exercises



Man-At-The-End

MATE attacks occur in any setting
where an adversary has physical access
to a device and compromises it by
inspecting, reverse engineering, or

tampering with its hardware or
software.



Can you think of other
situations where a MATE

(Man-At-The-End) attack
could occur?




int DigitalRightsMgmt () {

sIbum—donload )3 Consider these

ot (key,album) ;

play (song) two MATE
scenarios!

....\\

é 4 JENCHYPEL =i, o

int main () {

1f (false){
printf (‘@icense expired!”);

How are they
similar?
Different?




Consider these
two MATE
scenarios!

WO@RLD

- WAR(RART

How are they
similar?
Different?




Remote Man-At-The-End

R-MATE attacks occur in distributed
systems where untrusted clients are in
frequent communication with trusted
servers over a hetwork, and where a
malicious user can get an advantage by
compromising an untrusted device.



int main () {
if (false){

Consider these
two MATE
scenarios!

_}w’j RLD
WAR(RAFT

How are they -1 B
similar? * ’” “
Different?




Tools
VS.
Counter Tools




Code
Transformations

Obfuscation Whitebox
Cryptography

Tamperproofing

Environment

Remote .
Attestation Checking

Watermarking

Assets

Source
Algorithms
Keys
Media

YW’FS’EE.“ Obfuscator-LLVM




Code
Analyses

Static analysis Dynamic analysis

Concolic analysis Disassembly
Decompilation Slicing

Debugging Emulation

Precision?

« Source

P Hex-Rayss|. Ags

state-of-the-art code

- Keys
angr ta




What Matters?

Performance Time-to-Crack

s0¢
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Performance Matters?

Metric Program Slowdown

absolute time | application <1s
application 1.5X

relative 100x-1000x

relative

700x 500x 1200x



Indistinguishability Obf.

Program Generate Run

: : 4 hours
1(}'b]t point | hours, 25G | (later, 20
unction ;
minutes)



mailto:djb@cr.yp.to

Time-to-Crack Matters

Program  Adversary Time

hwssw | |manyyears

well highly skilled,
hrotected motivated

=VMProtect experlenqed =12 months
reverse engineer

malist minutes-
marke hours
malware

4-6 weeks




What
1S
Obfuscation?



public class C {
static Object get0(Object[] I) {
Integer 17, I6, I4, I3; int t9, t8;
I7=new Integer (9);
for (;;) {
1f (((Integer)I[0]).1intValue()%
((Integer)I[1l]).1intValue()==
{t9=1; t8=0;}
else
{t9=0; t8=0;}
I4=new Integer(t8);
I6=new Integer(t9);
if ((I4.intValue ()"I6.intValue ())!=0)

return new Integer(((Integer)I[1l]).intValue());
else {

1if ((((I7.1intValue()+
I7.intValue()*I7.1intValue())%2!=0)?20:1)!=1)
return new Integer (0);
I3=new Integer(((Integer)I[0]).intValue()%
((Integer)I[1l]).1intValue ());
I[0]=new Integer(((Integer)I[l]).intValue());
I[1l]=new Integer(I3.intValue());

0)

}



public class C {
static int gcd(int x, 1nt y) {
int t;
while (true) {

boolean b = x % y == 0;
1f (b) return y;

t = X 3 VY;

X =Yy

y = t;



Abstraction Destroy module structure,
Transformation £ @GS ifplenlelphy sider

Control Replace data structures
HEUN i E P With new representations!

ﬂ Data Destroy if-, while-,

Transformation JeEilcriaciiel

g :_"';
> 4 ,/_.—

Make the program
change at runtime!

é

l\-‘-

Dynamic

Transformation




int main() {
int y = 6;
y = foo(y);
bar(y,42);

}

int foo(int x)
return x*7;

}

volid bar(int x, int z) {
1f (x==2)
printf("%i\n",x);



: Abstraction
int main() { Transformation
= 6

int y
y = foobar(y,99,1);
foobar(y,42,2);

}
int foobar(int x, int z, int s) {
1f (s==1)
return x*7:
else 1f (s==2)

1f (x==2)
printf("%i \n”,x);



int main () { Data
int y = 12; Transformation
y = foobar(y,99,1);
foobar(y,36,2);
}
int foobar(int x, int z, 1int s) {
1f (s==1)
return (x*37)%51;
else 1f (x==2z) {
int x2=x*x%51,x3=x2*x%51;
int x4=x2*x2%51,x8=x4*x4%51;
int x11=x8*x3%51;
printf("%i\n",x11);



int foobar(int x, int z, int s){
char* next=&&cellO;

Control
Transformation

int retvVal = 0;

cellO:

celll:
cell?2:

cell3:

celld:
int
int
int

{next=(s==1)?&&celll:&&cell?2;
goto *next;}
{retvVal=(x*37)%51; goto end;}
{next=(s==2)?&&cell3:&&end;
goto *next;}
{next=(x==z)?&&celld:&&end;
goto *next;}

{

X2=X*x%51,x3=xX2*x%51;
X4=x2*x2%51,%x8=%x4*x4351;
x11=x8*x3 % 51;

printf("%i \n",x11); goto end;

}

end: return retvVal;



What
1S
Tamperproofing?



int foo () {
1f (today > “Aug 17,2016"){
printf(“License expired!”);
abort:

check () {
1f (hash(foo)!=42)

}




int main () {

& crash the program
& phone home

& refuse to run ‘_

€ run slower
& make wrong results

foo();

=
=
g




Exercises



e Why do we obfuscate’?
e Why do we tamperproof?




e Can obfuscation be used
to tamperproof a
program?



e Should you both
obfuscate and
tamperproof a program?

If so, why?



o o

uestions?




