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,& UNIVERSITY
e Research domain: system software

* compilers, binary rewriting tools, whole program optimization (binary &
Java), virtualization, run-time environments

e improve programmer productivity by means of automation
» apply tools for different applications
* obfuscation, diversity, mitigating side channels and fault injection, ...
* protect against exploitation of vulnerabilities (multi-variant execution)

» generating code for accelerators
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* Also worked/spent time at ZAS

* Interrupts enabled
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Lecture Overview

1. Basic Attacks

e attacks on what?
* basic attack tools & techniques

2. Defenses
* anti-anything

3. Advanced Automated Attacks

e generic deobfuscation
* symbolic execution

4. Defenses
e anti-even-more



What is being attacked?

Security
Requirements

Confidentiality Impersonation, illegitimate authorization
(keys, credentials, tokens, Privacy Leaking sensitive data
private info) Integrity Forging licenses

Asset category Examples of threats

(keys, service info) Integrity Forging licenses

Confidentiality Impersonation
(tokens, keys, used IDs) Integrity Service disruption, illegitimate access

(crypto & app Confidentiality Build emulators
bootstrap keys) Integrity Circumvent authentication verification

(Watermarks, finger-prints, | Non-repudiation Make identification impossible
traceable keys)

.(algonthms, PIEOCEE; Confidentiality Reverse engineering
security libs)

(license checks & limitations, | Execution Circumvent security features (DRM)
authentication & integrity correctness Integrity Out-of-context use, violating license terms
verification, protocols)




What is being attacked?

PROTECTION 1

PROTECTION 5

PROTECTION 6

PROTECTION 7

ADDITIONAL CODE PROTECTION 4

PROTECTION 8

1. Attackers aim for assets, layered protections are only obstacles
2. Attackers need to find assets (by iteratively zooming in)

3. Attackers need tools & techniques to build a program representation,
to analyze, and to extract features

4. Attackers iteratively build strategy based on experience and
confirmed and revised assumptions, incl. on path of least resistance

5. Attackers can undo, circumvent, or overcome protections
with or without tampering with the code )



Basic Attack Techniques

» Static attack steps: without executing the code
e symbolic information
* graph representations of program

* Dynamic attack steps: observing execution
e all kinds of hooks
e start and intervene at interfaces
» observe features and patterns of program execution (traces)

* Hybrid attack steps: combination of both

* e.g.: build graphs of (unpacked) code observed during
execution



Disassemblers - 1

IDA Pro
Binary Ninja
angr

Far from perfect
* incomplete disassembly
* incorrect graphs (control flow, call graphs)

Flexible and interactive
* linear sweep, recursive descent, heuristical and manual disassembly
e GUI
* code annotation
* plug-ins and scripts
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Disassemblers - 1

»

File Edit Jump Search VYiew Debugger Options Windows Help
A Q@ ohighat FvdwX » 3 |windbg debugger

BE e

| 7] Functions window:

Bl B 3

F X

Function name
(7] start

(7] sub_0_401100
(7] sub_0_401140
[F] sub_0_401730
sub_0_4017C0
(7] sub_0_4018A0
(7] sub_0_402520

[F] sub_0_4026D0

Line 5 of 103
#%, Graph overview

Output window

]

| e
| 4
ik -

I | i

- @R

‘ W DA view-4, Exports, Imports £ I @] Hex View-A % I (7] Structures % | E] Enums x| ‘
(] IDA View-A 8 X (3] Exports ]
test edx, edx I Name
jle short loc_8 401859 loc_B _401861:
— - test edi, edi & start
jle short loc_B8_ 461895
|_* T ) < | 11
e T Linelofl
nov ecx, [ebp+var_18] mov ecx, [ebp+var_18] ¥ Imports &
xXor esi, esi Xor esi, esi
mov eax, [ebp+var_28] mov edx, [ebp+var_280] Address Ord Name
lea ebx, [eax+ecxxh] mou eax, [ebp+var_18] £ 0040F128 _ermo
nov ecx, [ebp+var_30] add eax, [ebp+var_18] ¥3 0040F12C _ getreent
e ol oot #3) 0040F130 main
ea ebx, [edx+ecxx - - = =
lea ecx, [edx+eaxxh] To: sub_8 _4817C8:1oc_B8_4B81895 13, _mb_cur_max
lea esi, [esi+0] loc_8_481895: F138 _Ctype_
|—+ sub [ebp+var_18], edi F13C _dll_crt0@0
¥ L jmp loc_0 4817F2 ;
LI U sub_8 4817C8 endp felD _gxut
mzruuguF144 _impure_ptr
loc_8 _401843: loc_©_4018880: %2 0040F148 abort
noy ik 590*1 e 1k gebxl ¥E 0040F14C atexit
a esi, a esi, :
mov eax, [ecx] mov eax, [ecx] LE 0040F150 calloc
mov [ebx], eax mov [ebx], eax #2 0040F154 cygwin_internal
add ebx, 4 add ebx, 4 %3 0040F158 exit
mov [ecx], edx mov [ecx], edx -
add ecx, 4 add ecx, 4 < |_ﬂ _______ l
100.00% (27,1157) (546,191) 00000CS8 00401898: sub 0 4017C0+D8 Line 1 of 47

Sample IDC plugin: term() has been called

init() called!

v PN mm 11 mA

flAU:

Python
idle

Down

TN ARG

G

Disk: 21GB



Disassemblers - 2

 Static & hybrid attacks
* Rely on many underlying assumptions

* Library detection
* FLIRT

* Diffing tools
* BinDiff

e Custom tools
e detect patterns
e undo obfuscations
e data flow analysis

e Supports code editing
* |Interfaces with (remote) debuggers



Disassemblers - 2

7~ a ® 7~ 1 1 L 1 2 a 1
4. IDA - E:\home\bcoppens\private\phd\presentationibefore

File Edit Jump Search View Debugger Options ‘Windows Help

S Hi e | dy &8, $ i@ @ kol at F P> (@ O |no debugger v & g
; 1] (NRnE C
\z| Functions window g X DA View-4 “ Matched Functions [£J Q Statistics Q Primary Unmatched W Secondary Unmatched (O] Hex View-a [A] structures [E] enums Imports [ Exports
Function name Segment || similarity  confide change EA primary name primary EA secondary name secondary con algorithm matched b’ basicblocks basicblocks matched inst instructions 1 in: &
@ init_proc init wu Uy UOUDUODU _1U_ier_uegin UOUIUOTU _U_ier_ueginn I 1S T iy 1 I 1 2 2
E ctart text 1.00 0.99 08056280 _dl_receive_error 08056260 _d\_receive_error name hash matching 1 1 1 27 27
E ;all amon,_start text 1.00 0.99 08056710 _dl_debug_printf 080S66F0 _dl_debug_printf name hash matching 1 1 1 14 14
\E B d_o_glob_al_ dtors_au text 1.00 0.99 08056740 _dl_debug_printf_c 08056720 _dl_debug_printf_c name hash matching 1 1 1 14 14
E frame. dummy text 1.00 0.99 0B0S68ED _d\_initial_error_catch_tsd 080568C0 _d\_initial_error_catch_tsd name hash matching 1 1 1 5 5
@ next ;sev text 1.00 0.99 0806BAED __gcony_get_modules_db 0806BACO __gcony_get_modules_db name hash matching 1 1 1 S 5
E reset_ user text 1.00 0.99 0B06BAFD __gconv_get_alias_db 0806BADO __geony_get_alias_db name hash matching 1 1 1 = 5
E name_an d_password_match text 1.00 0,99 - 08072D40 __gconv_get_cache 08072D20 __gconv_get_cache name hash matching 1 1 1 S 5
\E check_J)aSSWOV d - text 1.00 0.99 08073790 __gcony_release_shlib 08073770 __gcony_release_shlib name hash matching 1 1 1 1 11
E main text 1.00 0.99 0807BBAD wvsscanf 0807BB80 vsscanf name hash matching 1 1 1 30 30
@ lbe start main text 1.00 0.99 080868D0 localtime 08086880 localtime: name hash matching 1 1 1 11 11
E ;eck_one F " text 1.00 0.99 08087010 timelocal 0B8086FFO timelocal name hash matching 1 1 1 12 12
E libe. chec_k standard Fds text 1.00 0.99 08093980 _dl_reloc_bad_type 08093960 _dl_reloc_bad_type name hash matching 1 1 1 29 29
\E _llbc—csu in?t - text 1.00 0.99 - free_mem 08095CB0 free_mem name hash matching 1 1 1 15 13
E - c_csu_fini text 1.00 08095ECO free_mem_S name hash matching 1 1 1 12 12
@ _errrTo !o_cation text 08096190 .term_proc name hash matching 1 1 1 11 11
E ;xt - text 08048100 valloc name hash matching 17 17 17 64 64
E oxa atexit text 0804B1D0 palloc name hash matching 15 15 15 59 59
\E :new__exltfn text m allopt 08067D20 _IO_file_xsgetn name hash matching 27 27 27 128 128
E malloc_init_state text 0B0SEFS0 parse_one_spec name :as: ma:c:ing 14123 14123 14123 ::Z :z;
2| 08049380 arena_get2 name hash matching
% :::1“;:;2* EZE & 00 —e)(lt 0B07AFED parse_one_spec_0 name hash matching 106 106 106 407 407 .
. . 0805A310 __gettextlex name hash matching 36 36 36 98 98
% E:::::Zz:f:nk: T:ﬂall 1 . 00 _dl_sySInfo_lntBO 08048820 mallopt name :as: matc:ing 26 26 26 80 80
0804CDD8 _exit name hash matching 1 1 1 3 3
% szﬂ:i;‘iz:::‘anz 1 . 00 mALLOPt 08040823 _dl_sysinfo_int80 name hash matching 1 1 1 2 2
[7] ptmalioc_init_minimal .. 0804CBCO mALLOPE name hash matching 25 25 25 76 76
] atmaloc it 1.00 _dl_aUX_Inlt 0804DSB0 _dl_awx_init name hash matching 11 11 11 34 34
\E new he;p name hash matching 92 92 92 364 364 1
[z 1 | 00 sysconf name hash matching 5 5 5 30 38 v
>
check_password
Output window & X
; Source File : 'dl-version.c' -
; Source File : 'libgccZ.c'
01:35:26 sorting instructions
01:35:26 reconstructing flowgraphs
01:35:26 reconstructing functions
01:35:26 simplifying functions
01:35:26 IDA specific post processing
01:35:26 writing...
01:35:26 CPrntognlBufferWri:ez: swrite "C:/DOCUME~1/Stijn/LOCALS~1/Teup EinDiff/240/primary/before.BinExport"
01:35:27 before: 1.33 seconds processing, 0.50 seconds writing
01:35:27 before: exported 726 functions with 82098 instructions in 1.85 seconds
01:35:31 8.402 seconds for exports...
01:35:33 2.043 seconds for matching.
01:36:10 Sending result to BinDiff GUI... v
Python
AU: didle | Down Disk: 1GB

11



Disassemblers - 2

08048209 check_password

0804 8209 check_password

Y

@

50

08048209 check_password

08048209

check_password

08048209 check_password

3x,

08048209

check_password

08048209 check_password
4 i,

Y

08048209 check_password
(K

i




Disassemblers - 3

* Decompiler

File Analyse
Instructions

View Help

@ ® C++

8048094: push
8048095: mov
8048097: sub
80480%9a: cmp
804809%e: |nz
80480a0: mov

80480a8: mov
80480aa: sar
80480ad: idiv
80480b0: mov
80480b2: mov
80480b6: mov
80480b9: mov
80480bc: call
80480cl: leave
80480c2: ret

ebp

ebp, esp

esp, 0x18

[ebp + 0xc]:32, Ox0
0x80480a5

eax, [ebp + 0x8]:32

80480a3: |mp 0x80480cl
80480a5: mov eax, [ebp + 0x8]:32

edx, eax

edx, Ox1f
[ebp + 0xc]:32
eax, edx

[esp + 0x4]:32, eax
eax, [ebp + 0xc]:32
[esp]:32, eax
0x8048094

int32_t gcd(int32_t argl, int32_t arg2) {
int32_t eaxl:

if (arg2 '=0) {

eaxl = gcdlarg2, argl % arg2):
} else {

eaxl = argl:
¥

return eaxl;

}

Line 6, Column 27

13



Debuggers - 1

* GDB
* OllyDbg

* Scriptable

* Support tampering
* alter processor state (incl. program counter)
 alter memory contents
* alter code
* used for out-of-context execution



Debuggers - 1

OllyDbg - 6ceed14d16b89860eabe9eadd918azbf.exe - [CPU - main thread, module 6ceed14d] = |D|§|
[C] File view Debug Plugins Options ‘Window Help =157 x|
.|
_M_FJ_F:M 4 2| = LlE|M|T|w|H|[c|/|K|B|R]..|S]| iE[i]?]
PUSH EEF i
. SBEC HOU EEF,ESP B e
: €8 Shosqzon | POSH 6éeed14d 8430573 B L LI T
. 68 30EG4200 | PUSH Gceedldd.BRd2EQ3D SE handler installation EDR ZE2IE3ES SRS ARSI e
- &4:A1 00DODDD! HOU ERX, DUORD PR FS:(0) Sl WRAL s
: £418925 00000! MOV DUIORD,_PTR FS: (03, ESP e ?EéEFFFE
. :  ntdl L. 70920205
: PUSH EEY
. B& PUSH ESI n:s-*e>9|:|14d.<llodl.4leEntr-yF'-:nlnt>
.57 PUSH EDI i
. 895 Es MOU DWORD PTR SS:[EBP-181,ESP . g A
. FFIS 420@4308| CALL DWORD PTR DS:[<A&KERNEL32.GetUersiof kernel32.GetUersion oL g A anE
: 8915 2804300 110U DUDRR PTR DS: (4380281, EDX SRORRES 7FFODBEB(FFF)
S e e i
. 896D 24804300| MOU DWORD PTR DS:[4380241,ECX D Ledae 3 elee 2 (il
 CIEl a8 SHL ECHS EFL ©0@@8246 (NO,NE,E, BE, NS, PE, GE, LE)
. 896D 20804300| HOU DWORD FTR DS:[4380201,ECK STy chDtY o GORM DIDS 01050184 @00E0B0D
. CIES 18 SHR EAX, 10 315 Smots
. A3 1CS04306 | MOU DWORD PTR DS:[438D1C1,EAX 215 ooty
. 3%Fe XOR ESI,ESI [ Bt
- PUSH EST Te Smovs
. ES FS050000 | CALL Gceedldd.B@42DEFC 18 chbry
ER=3 gger:ny E =l ST7 empty
e L 3210 ESPUDZDI
FST 00B@ Cond B B B0 Err BB DG G 66 @ (GT)
FCW 827F Prec NEAR,S2 Mask 111111
tceedlidd. {Modu leEntryPoint >
Rddress |He dune == ZCET70er [RETURN to Kerne [32. TCEITOET =
20 0B 00 00| 00 00 00 08| ........ A prollligeossacs
aa aa 42 88| ....viB 2 AR5
&A a0 oo 90(j=E..... ﬁEEEEEEE
6 6 R D Baiatrr:
E‘llc] Eﬂ? E31Ej1 Eﬂ? ........ ':-095413
al%} %) VY BY] cennnnsns poa= - =(h ]
o o e FFEFFFEF|End of SEH chain
a1 74 £S5 BB BCnt SE handler  _
41 - :121 25 41 F{eg@ﬂtfﬂ > kernel32.7C2817878
74 42 41 00 EE 48| tEA. B A SERED
6 Fr1o 8 48 S coiz el e
4 42 69 40 48| ItB g .
a éll FF 81| r®.6 2812 3 % SAS| 6ceedldd.<Modu leEntryPoint>
3 69 0B EF @2| Bi.elo8 0a12FFFC| @0e
72 72 82 FF|t rrrC8
B2 EF 65 65| tBBonree
46 eF 41 6F| [ iBoren @
3 6E 72 42 68| ACnro.E.
3 €5 74 72 6E -
3 72 FF 74 41
e R
45 &9 62
74 02 5 43 01
: Fe R B g [
3 69 Eﬂ? / -}E‘l Z4 v v

| Analysing Boeed14d: 73 heuristical procedures, 106 calls to known, 7 calls to guessed functions | || Paused




Debuggers - 2

* Used for program understanding

e Used for zooming in on relevant code
e Continuous iterative refinement of scripts

* Low overhead with hardware breakpoints

* High overhead with software breakpoints
* Requires tampering



Emulation & Instrumentation

* QEMU
* Pin

* Valgrind
* Dynlnst

* |trace

Used to collect traces
* To identify patterns and points of interest

Used like a debugger
* |terative refinement of scripts
* But not interactive



Software Tampering

* Editing the binary
* Alter running process state (CPU, memory)

* Intervene at interfaces
e system calls
* library calls
* network activities

* Custom binaries to invoke library APIs
 Aforementioned tools

* Cheat Engine
e all kinds of reverse engineering aids (pointer chaining)



Pointer chaining

struct player

bool visible




Pointer chaining

struct player

bool visible




Pointer chaining

stack

play()

struct game

struct player

bool visible

*(*(ESP(play())-0x16)+0x4)+0x28




Pointer chaining

Change address

Pointer

Give the new address:

Add pointer

Remove

Address of pointer

Address of pointer

Address of pointer

0K

This pointer points to address 019FACCS
This pointer points to address 000874B8
This pointer points to address 019FAC28

This pointer points to address 019FABS8
Address of pointer | 00574340

[ Cancel ]

X!

The offset you chose brings it to 019FACED
Dffset [Hex] 18

The offset you chose brings it to 00087488
Dffset (Hex) 0

The offset you chose brings it to 019FAC3C
Dffset (Hex) 14

The offset you chose brings it to 019FABS4
Dffset (Hex) C

22



Lecture Overview

2. Defenses
e anti-anything

23



Anti-tampering

* Code guards (code integrity)
* hashes over code regions

* State inspection
* check for existing invariants
* inject additional invariants
 for data integrity and control flow integrity

* Basic control flow integrity
e check return addresses
* check stack frames



Remote attestation

Original Application logic

- . - - —
A A
1 2 3 4 5
v v v v v
Attestator Verifier Update Query Reaction
Functions || Functions
attestators: reaction:
- code guards v v - abort
_ timing Delay Data Structures - corruption
- data integrity Delay Component - notify server (block player)
- control flow integrity - graceful degradation

- lower quality

verification: delay reaction:
- local vs. remote - attacker sees symptom
- prevent replay attacks - hide relation with cause!

25



Anti-disassembly

 Hide code

* packers, virtualization, download code on demand, self-modifying
code

* Junk bytes

* Indirect control flow transfers

* Jumps into middle of instructions
e Code layout randomization

* Overlapping instructions

* Exploit known heuristics

* continuation points
* patterns for function prologues, epilogues, calls, ...



Anti-disassembly examples

Example 1
Ox123a: jmp Oxabca;

Oxabca: addl #44,eax

Example 2

Ox123a: call Oxabca;

Oxabca:
ret

obfuscation

O0x123a:

Oxabca:

O0x123a:

Oxabca:

Oxc000:

call Oxabca;
pop ebx;
add| #44,eax

push *(0xc000)
jmp Oxabca
pop eax

jmp *(esp)

0x12424

27



Anti-decompilation

Exploit semantic gap between source code and
assembly code or bytecode

* strip unnecessary symbol information

* rename identifiers (I,I,L,1)

e goto spaghetti

 disobey constructor conventions
 disobey exception handling conventions



Anti-decompilation example

pre();

try{
might_throw_exception();

yo , -

catch(Exception e){
handle_exception();

}

post();

pre();

flag = 1

v

>

if(flag)

then

/

else

flag = ©

might_throw_exception();

handle_exception();

on
exception fall-

through

fall-
through

post();

Batchelder, Michael, and Laurie Hendren. "Obfuscating Java: the most pain for the least gain." In
Compiler Construction, pp. 96-110. Springer Berlin Heidelberg, 2007




Anti-debugging
e Option 1: check environment for presence debugger

* Option 2: prevent debugger to attach
* OS & hardware support at most one debugger per process
e occupy one seat with custom “debugger” process
* make control & data flow dependent on custom debugger

e anti-debugging by means of self-debugging



Selt-Debugging

function 1

function 2

function 3

mini
debugger

31



Selt-Debugging

function 1

function 2

function 3

mini
debugger

32



Selt-Debugging

process 1045 process 3721

function 1 function 1

function 2 function 2

function 3 function 3

mini mini
debuggee debugger debugger debugger

33



Selt-Debugging

debuggee

process 1045

function 1

function 2a

function 3

mini
debugger

process 3721

function 1

function 2b

function 3

mini
debugger

debugger

34



Anti-emulation

* Emulators are buggy — incomplete
* Virtual environments are not real

 Johanna Rutkowska

* Blue pill
* Red pill



Lecture Overview

3. Advanced Automated Attacks

e generic deobfuscation
* symbolic execution

36



Generic Deobfuscation (vadegari et al IEEE S&P 2015)

* no obfuscation-specific assumptions

* treat programs as input-to-output transformations
e use semantics-preserving transformations to simplify execution traces

* dynamic analysis to handle runtime unpacking

. =
c Semantics- IS
50 Taint analysis preserving Control flow M
Q oo —Pp ) > ) ——>> i —> 0 ©
c O (bit-level) transformations / reconstruction E o0
Q . . Ld L3
simplifications 9
map flow of values reconstruct logic of

from input to output simplified computation

37



Generic Deobfuscation (vadegari et al IEEE S&P 2015)

. t input-to-output computation
(\ Inpu (further simplified)
=
O °
(q%) °
Q
c
S
4
@
o [ J
c
>

input »

output

used to construct control flow graph

output

instructions “tainted” as propagating
values from input to output

38



Generic Deobfuscation (vadegari et al IEEE S&P 2015)

* Quasi-invariant locations: locations that have the same value at each use.

* Their transformations:
» adaptation of constant folding to execution traces
e consider quasi-invariant locations as constants
» controlled to avoid over-simplification
e E.g., convert indirect jump through a quasi-invariant location into a direct jump

* use pattern-driven rules to identify and simplify data movement.

* need to consider implicit destinations, e.g., condition code flags.



Generic Deobfuscation (vadegari et al IEEE S&P 2015)

original obfuscated with Themida (cropped)

VAN
N/

S
N

deobfuscated

VAN
N/

40



Symbolic Execution

X = input()
X - a
X =X+ 5
lx - a+ 5
if (x > 0)
a+5>w5<=0
y = 1nput() y = 10
1y-»b ly-ale
if (x > 2) if (x > 2)
a+5>E/\i+S<=2 a+5>2/\a+5<=2
if (y == 2789) END if (y == 2789) END
== 2789 b !'= 2789 10 == 2789 10 '= 2789
ERROR END ERROR END

effective because most obfuscations implement semantics that do not involve input

41



Lecture Overview

4. Defenses
e anti-even-more

42



Anti-taint analysis
* tainting all data with artificial computations

* hiding data dependencies through covert channels
* time
e system state
* anything not normally checked by analysis



Obfuscations with varying, input-dependent
behavior (Banescu et al, ACSAC 2016)

ol

OO WN -

R O OO NOYOL D WN -

unsigned char *str = argv[1];

unsigned int hash = O0;

for(int i1 = 0; i < strlen(str); str++, i++) {
hash = (hash << 7) ~ (*xstr);

}

if (hash == 809267) printf("win\n");

1. RANGE DIVIDER

unsigned char *str = argv[1];

unsigned int hash = O;

for(int i = 0; 1 < strlen(str); str++, i++) {
char chr = *xstr;

if (chr > 42) {

hash = (hash << 7) ~ chr;
} else {

hash = (hash * 128) ~ chr;
}

}

if (hash == 809267) printf("win\n");
44



Obfuscations with varying, input-dependent
behavior (Banescu et al, ACSAC 2016)

1. inject extra inputs into programs
2. let correct execution depend on invariant properties of those inputs

for example: feed program extra key to decrypt bytecode

(how to get these to the user ??7?)



