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MAGIC Connect — Summary

FOLLOW THS LINK: http://www.virustotal.com/en/arunlakhotia

I 1

According to Cythereal's Malware Genomic Correlation (MAGIC) analysis, this file is similar to files with following sha1 hashes:
* 203a5a96357f4de279a9186f0f7845ba9%4e9eara

* b33d63d3b6046f86c8243d7994bf867bfb49fac

* 156e0969d4fecd167e8010caSh7315336284eble

* d52d8b4e8ec25281c28f8f48ab7e090cc0cce088

For further information, please contact magic@cythereal.com.

Posted 9 hours, 42 minutes ago by arunlakhotia  file:ebfGa3bfdod62b67a8718857881e90d97939ecf837711f3667 1a40b2d07d2a67

3

According to Cythereal's Malware Genomic Correlation (MAGIC) analysis, this file is similar to files with following sha1 hashes:
* 354b9fadd20c182adbb88cc1e33a1ee298f6bff0

* 2b1d23d0599¢5d463fc56415eaa2bf12bfch 7968

* 4b5375a69bbec811983bd28f03aa1088ab7540b3
* Bebc7abfcfo6413f30417496cd9e39b0940f431¢

* ab99fa5034a17429bea1bfde2d3de97376dd09d5
* 7Tbad8ef82bc2d2090658885eceedabbaccb0c8b8
* aeb8a88e7747d097ed92496bd848c3019c04bcd2
* d5f7cd760496ca1ab7e9e210bd8397a7a956d6d4
* 366483d6bf8fd184679da786800e7871ff916aa4

* 2245e306039555fabb8a18d96fd4fc40c91113e7
and 16 other files.

For further information, please contact magic@cythereal.com.
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http://www.virustotal.com/en/arunlakhotia

MAGIC Connect: Full report

MAGIC Report: 1f1f560c29db6a61b05212eeal«

FOLLOW THIS LINK: http://beta.magic.cythereal.com/report/1f1f560c29db6a61b05212eeale3c68de0b9d6le

File Info Magic Matches Malware Categories Genomic Features

Show 10 v entries

Matched Binary - Match Type = Similarity

2fc845f420939d77101f7b52e@df38bc3c@fed2e  similar_packer similar_payload 0.9873

-~

-

30d86ea21t9d259eled9chde370aa9bbes5c553e@  similar_packer similar_payload 0.9339

-~

-

325fc074649a6c50b11fPel86alf2fOf61369ed9  similar_packer different payload 0.9077

-~

-

32bf511bbadf@7651ddb9aad4a925e6e0719b67ed  similar_packer similar_payload 0.9167

-~

-

531245bf@cchf9341dca56181388a8864a14ehb03  different_packer similar_payload 0.8997

-~

=2

7ab317c5afb6325463f4fd7f7b4815eab320ef0e  similar_packer similar payload 0.9357

-~

-

7e2aae5b6f88cf297ed29358ac522b452e3deae7  similar_packer similar_payload 0.9384

-~

-
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http://beta.magic.cythereal.com/report/1f1f560c29db6a61b05212eea0e3c68de0b9d61e

MAGIC Report via API

» https://api.magic.cythereal.com/magic/| cf646f9fa78a5¢c253
647dd9220d0502/ff9790d7902fea4c910b 182f6e0b0022 | a
40d616/
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https://api.magic.cythereal.com/magic/1cf646f9fa78a5c253647dd9220d0502/ff9790d7902fea4c910b182f6e0b00221a40d616/

Find Matching Procedures (via API)

» https://api.magic.cythereal.com/search/procs/|cf646f9fa/8
a5c253647dd9220d0502/ff9790d7902fea4c910b 1 82f6e0b0
0221a40d616/0x1000

b 6 ISSISP 2014 (C) Lakhotia 7/19/2017


https://api.magic.cythereal.com/search/procs/1cf646f9fa78a5c253647dd9220d0502/ff9790d7902fea4c910b182f6e0b00221a40d616/0x1000

MAGIC Features, via API

» https://api.magic.cythereal.com/show/proc/|cf646f9fa/8a5
c253647dd9220d0502/ff9790d7902fea4c910b [ 82f6e0b00
221a40d616/0x1000

» 7 ISSISP 2014 (C) Lakhotia  7/19/2017


https://api.magic.cythereal.com/show/proc/1cf646f9fa78a5c253647dd9220d0502/ff9790d7902fea4c910b182f6e0b00221a40d616/0x1000

API Documentation

» https://api.magic.cythereal.com/docs

» http://docs.cythereal.com

» Other links:

» http://www.virustotal.com/en/arunlakhotia

» http://beta.magic.cythereal.com/
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https://api.magic.cythereal.com/docs
http://docs.cythereal.com/
http://www.virustotal.com/en/arunlakhotia
http://beta.magic.cythereal.com/

Cythereal MAGIC API Key

» Temporary APl Key for ISSISP
| cf646f9fa78a5c253647dd9220d40502

» To get own key:

Visit https://api.magic.cythereal.com/docs/
Look for “Register”

Click on “Try It Out”

Fill form, and “Execute”
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Problem Definition
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Malware (software) Generative Process

Source R
Sharing
S—
Compile
Source > Binary
_ Morph

Edit Morph
Bugfix Pack
Translate
Generate
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Problem

» Given a collection of malware, consisting of VERSIONS
and VARIANTS:

find malware similar to a given file

find functions (disassembled) similar to a given
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Challenge: “Undo” Metamorphi

push ecx
mov ecx, ebp
push eax
push ecx mov eax, 33
mov ecx,ebp add ecx, eax
push ecx add ecx,33 pop eax
mov ecx,ebp push esi
mov [ebp - 3], eax ——> 44d ecx,33 - i > i
’ MoV esi,ecx push esi
mov [ecx-36].eax sub esi,34 mov esi, ecx
pop €cx mov [esi-2],eax push edx
pop esi
pop ecx mov edx, 34
sub esi, edx
_—— pop edx
mov [esi - 2], eax
pop esi
pop ecx
/

push ecx
mov ecx, [ebp + 10]
mov ecx, ebp

push eax

add eax, 2342

mov eax, 33

add ecx, eax

pop eax

mov eax, esi

push eax

MoV esi, ecx

push edx

xor edx, 778f

mov edx, 34

sub esi, edx

pop edx

mov [esi-2], eax
pop esi

pop ecx
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VirusBattle

Challenge: Similar Binaries

Symantec McAfee
— W32.NetSky.A W32/NetSky.A
—— W32.NetSky.B W32/NetSky.B
——— W32.NetSky.D W32/Bugbear.17916intd
— W32.Beagle. A@mm W32/Bagle.a@mm
—— W32.Beagle.J@mm W32/Bagle.j@mm
— W32.Beagle. AO@mm W32/Bagle.ag@mm
—— W32.Beagle.U@mm W32/Bagle.u@mm

— W32.Klez.E@mm.enc W32/Klez.e@MM
—— W32.Klez.F@mm W32/Klez.f@MM
——— W32.Klez.l@mm W32/Klez.i@MM
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Information Retrieval
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Info Retrieval: Use Case - I
» Nearest Match (Unsupervised)

Document

Collection _
Matching Document

oo

0.82

\/_

j —)
0.76

New Document _—

-
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Info Retrieval: Use Case - 2

» Partition Collection (Unsupervised)

4

Document
Collection

Document Iisl:l_‘j;
Families I :
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Info Retrieval: Use Case - 3

» Match Label (Supervised)

Document I‘:EI::l;
Assign Label

:I —) “ IRS “ —) 0.90-

New Document
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Step 1: Model ‘Documents’

Bag of features model

1. Define a method to identify “features”
Example: k-consecutive words

2. Make a bag of features

Have you wondered -

When ose Y rose?

Have you wondered

You wondered when

Wondered when rose

When rose rose
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Step 2: Define Similarity Function

A B

Forest

Coat
Grandma

Girl
Similarity(A,B) = |AnB]|/ |AuB|
= 3/10
= 0.3
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Alternate: Vector Space Model

Vector Space: Ordered list of ALL of the words in ALL of the documents:

Blow x Coat x Forest x Girl x Grandma x House x Pigs x Red x Three x Wolf

Vector: A Boolean vector representing presence/absence of a word

A B

[01 11 11 11 1’ 11 01 1’ 01 1] [1, 0, 0, 0, O, 1, 1, 1, 1, 1]

Distance: Euclidian Distance between two points.

Benefits: Can use vector processors (Nvidia, Google Tensorflow)
Cons: Very, very large vectors
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Step 3: Choose/create algorithm

» Supervised Learning » Semi-supervised
Neural Networks Use some labels to seed
clusters

Bayesian Statistics
Inductive Learning
SupportVector Machines
Regression

» Unsupervised Learning
K-Means Clustering
Hierarchical Clustering
K-Nearest Neighbor
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Modeling Malware as Documents
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Modeling Malware as Documents

» Create a bag of features of binaries
such that “similar’ programs have 'similar’ bags
» Similar programs:

Related through code evolution
New capability, bug fixes
Code reuse, shared libraries, shared strategies

Stealth — deliberate attempt to hide similarity
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Malware Document: Byte N-gram

00000000
00000010
00000020
00000030
00000040
00000050
000000860
00000070
00000080
00000030
000000a0
000000bO
000000c0
000000d0
000000e0
000000£0

25

3b

00

91

df

f6

dd
20
66
69
55
ad
3e
56
c9
56
41
a9
ae

01
14
5
df
b8
75
ef
30
ca
96
b6
82
af
b8
af

ff
30
28
23
d2
fb
93
Td
ch
T4
e9d
93
29
23
Ge

e
24
87
16
05
de
07
ch
22
41
aa
9
24
96
ds

96
52
2f

22
2e
05
eb
a2
5f
cd
89
94
ad
69
el

6
43

20
64
afl
b3
a3
Of
b0
41
89
a7
21
17
54

33
15
bec
61
71
75
af
2f
69
d4d
91
40
15
Oa
a9
Te

T3
de
00
f5
a0
11
f2
01
16
3d
d4
ad

4ahb
da
15

7t
1c
7d
cS

1b
dc
4dg
03
Ze
02
66
2f
=10
8b
da

f1
a9
46
3a
2c
c8
26
d9
21
T8
65
cd
46
79
13
51

de
bf
4c
54
Tc
4e
04
75
51
11
ca
d4
08
ea
0d
2d

13
Qa
32
c2
le
4c
da
3d
Qe
92
20
3f
30
Tt
b5c
38

az
1c
03
98
68
d4
02
bE
b5
99
e
49
01
fd
4c
00

Ba
41
f2
e
Qe
9b
2a
2b
d5
66

85
79
4b
28
5f

45
8b
ba
cl
ez
43
2c
13
08
24
ad
ab
28
ec
28
59

ISSISP 2014 (C) Lakhotia

30 Word = N-Bytes

za N

(380091df)
£1 ‘ (0091df96)
98 (91df96f6)
ba (df96f633)
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Malware Document:

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0O
000000cO
00000040
000000e0
000000£0

3b
£6
fa
dd
20

69
55
a3
3e
56
c9
56
41
a9
ae

26

00
01
14
5
df
b8
75
ef
30
ca
96
b6
82
a7
b8
a7

91
ff
30
28
23
d2
fb
93
7d
cb
74
ed
93
29
23
Be

df
el
24
87
16
05
de
07
cb
22

aa
9
24
96
ds

96
52
2f

22
Ze
05
ef
el
5f
cd
89
94
ad
69
el

6
43
ed
20
64
a7
b3
a3
of
b0
41
89
87
21
17
54

33
15
be
61
71

4f
2f
69
d4
91
40
15
Oa
a9
Te

73
de
00
f5
90

f2
01
16
3d
d4
ed
9c
4b
de
15

7f
1c
7d
c9
cl
ib
dc
4da
03
Ze
02
66
2f
el
8b
da

f1
a9
46
3a
2c
c8
26
d9
21
78

cd
46
79
13
51

de
bf
4c
54
Tc
de
04
75
51
11
ca
d4
08
ea
od
2d

13
9a
32
c2
le
4c
4da
3d
Oe
92
20
3f
30
7
5c
38

a2
1c
03
98
68
d4
02
b8
b5
99
3e
49
01
fd
4c
00

8a
41
2
9e
Oe
9b
Za
2b
d5
66
1c
85
79
4b
28
5f

45
8b
ba
cl
el
4da
2c
13
08
24
ad
eb
28
ec
28
59

30
40
69
11
28
8b
56
f1
98
Sa
cl
66
el
10
f2
26

fo

a6
Oa
45
c8
70
5¢
10

08

08

10019fe:
1001a00:
1001a02:
1001a07:
1001a08:
1001a0a:

1001a0c:

Disassemble i
1001a10:

— 1001a13:
1001a15:

1001a18:
100lala:
1001alc:
1001a21:
1001a22:
1001a24:
1001a26:
1001a28:
1001a2a:
1001a2d:
1001a2f:
1001a32:

bf g8 & W 9

fo
db
a6
Oa
45
c8
70
42

08

Oc

Abstracted Bytes

74 10 je 0x1001a10

6a 10 push  0x10

bf 98 18 00 01 mov edi,0x1001898

59 pop ecx

8b f0 mov esi,eax

33 db xor ebx, ebx

£3 a6 repz cmps BYTE PTR ds:[esi] ,BYTE PTR es:[edi]
75 Oa jne 0x100lala

8b 45 08 mov eax,DWORD PTR [ebp+8]
8b c8 mov ecx,eax

8d 70 08 lea esi, [eax+8]

eb 5c jmp 0x1001a76

6a 10 push  0x10

bf £8 18 00 01 mov edi, 0x10018£8

59 pop ecx

8b f0 mov esi,eax

33 db xXor ebx, ebx

£3 a6 repz cmps BYTE PTR ds:[esi] ,BYTE PTR es:[edi]
75 0a jne 0x1001a34

8b 45 08 mov eax,DWORD PTR [ebp+8]
8b c8 mov ecx,eax

8d 70 Oc lea  esi,[eax+12]

eb 42 jmp  0x1001a76

Zap Address bytes

Word = N-Bytes of Abstracted Bytecode
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Malware

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0O
000000c0
00000040
000000e0
000000£0

Variation: N-perm

27

3b
f6
fa
dd
20
66
69
55
a3
3e
56
c9
56
41
a9
ae

00
01
14
5
df
b8
75
ef
30
ca
96
b6
82
a7
b8
a7

91
ff
30
28
23
d2
fb
93
7d
cb
74
ed
93
29
23
Be

df
el
24
87
16
05
de
07
cb
22
41
aa
f9
24
96
ds

96
52
2f

22
Ze
05
e6
el
5f
cd
89
94
ad
69
el

6
43
ed
20

a7
b3
a3
of
b0
41
89
87
21
17
54

33
15
bc
61
71
75
4f
2f
69
d4
91
40
15
Oa
a9
Te

73
de
00
5
90
11
f2
01
16
3d
d4
ed
9c
4b
de
15

Document: Mnemonics

7
1c
7d
c9
cl
1b
dc
4a
03
Ze
02
66
2f
el
8b
da

f1
a9
46
3a
2c
c8
26
d9
21
78
65
cd
46
79
13
51

de
bf
4c
54
Tc
de
04
75
51
11
ca
d4
08
ea
0d
2d

13
9a
32
c2
le
4c
4da
3d
Oe
92
20
3f
30
7f
5c
38

a2
1c
03
98
68
d4
02
b8
bs
99
3e
49
01
fd
4c
00

8a
41
£2
9e
Oe
9b
Za
2b
d5
66
1c
85
79
4b
28
5f

45
8b
ba
cl
el
4da
2c
13
08
24
ad
eb
28
ec
28
59

30
40
69
11
28
&b
56
f1
98
Sa
cl
66
e3
10
2
26

10019fe:
1001a00:
1001a02:
1001a07:
1001a08:
1001a0a:
1001a0c:
1001a0e:
1001a10:
1001a13:

Dlsassem ble 1001a15:

1001a18:
) 0
1001alc:
1001a21:
1001a22:
1001a24:
1001a26:
1001a28:
1001a2a:
1001a2d:
1001a2f:
1001a32:

74 10
6a 10
bf 98

8b £0
33 db
£3 a6
75 Oa
8b 45
8b c8
8d 70
eb 5¢
6a 10
bf f8

8b f0
33 db
£3 a6
75 0a
8b 45
8b c8
8d 70
eb 42

18 00 01

18 00 01

Word = N-mnemonic

je 0x1001a10

push | 0x10

mov edi, 0x1001898
pop ecx

mov esi,eax

xXor ebx,ebx

repz dqups BYTE PTR ds:[esi] ,BYTE PTR es:[edi]
jne 0x100lala

mov eax,DWORD PTR [ebp+8]

mov ecx, eax

lea esi, [eax+8]

jmp 0x1001a76

push | 0x10
mov edi, 0x10018£8
pop ecx

mov esi,eax

Xor ebx, ebx

repz dups BYTE PTR ds:[esi] ,BYTE PTR es:[edi]
jne 0x1001a34

mov eax,DWORD PTR [ebp+8]

mov ecx, eax

lea esi, [eax+12]

jmp | 0x1001a76

(je push)
(push mov)
(mov pop)
(pop xor)
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Malware Document: using semantics

Binary

28

Disassembly

-

CFG

Abstracted
Bytecode

Abstracted
Disassembly

Semantics

Juice

)

=

rid; o
M,
L

LR

-

guord |[asicbp-0x60+var_64)
quord |[asicbp-0xed+var_B80)
qw:v-u idoy OBIC_IVAR 5 MyClass,
:dx

rax

stubs__objc_storeStrong
dword [on:rbp=0x6i+var 60|
gword |an:rbp-0xel+var B0 |
gword [do: OBIC_IVAR 5 MyClans.

dwnrd d:--m"c&l; rid

r

Word = Block

i
i
B

E i

=

CEEEEEE AR EEEER R R

[y
B

_name]

_mumber |

mpl_MyClass initWith¥ame number_:
rhp

cip, rap

quwocd sg1chp-IxE0+var_72), =al

rdx
dword [ss:rbp-OxEl+var 32], eox

bp=Dxh+var_28], £

guord [anirbpe0xEl+var 1G], rax
iop__atubs_cbic retaln

EE] -:n-p-mmnwu:_ul

dzed
dword [ss:rbp-Ox60+var_60), oox
rax, qword [s5irbpOxsl+var 80]

= O 0+var_80), OxO

quord [ssirbpelxéi+var &0], rax
= q-amcd da 1B 10000284 )

= Oy +var 48], rax
dacbie_sel init)

rdi, gqword [mairbp-Oxd0fvar_24)
imp  stubs_ objc_mogSendSuperd

quord [mmirbp-xfivvar 80, ol
b, gqwoed [sa:rhp-lukT+var_16]

=0 04+var_H), rax

1:p_£|n.b: obje_storEstrang
rax, gword (o8 irbp-UxEl4var H)

cax, Ol
100081978

Ox10000197a:

rdi,

moT
eall imp s

rax,
rdi,
rax,
rop,
££p

FERTIITIT
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imp

imp

guword [agirbp-Ox60+var B0
rax

atubs__objc_retain
jaairbp-OxGl+var_BH], rax
i bp-lxGi+var_d6], Oxl
qword [suichpelxEl+var 64]

stubs__objc_release
gword [as:rbp-lxG I+var_B |
ax

stubs_objs_roleans
qword (B8 irbpeixiisrar BH]
UxG0



Code to Semantics

Code * Sequential Semantics - Parallel
* Focus on operations  Captures affect

push ebp eax = def(ebp)

mov ebp,esp ebp = -4+def(esp)

sub esp,4 esp = -8+def(esp)

mov eax, DWORD ebp+4 =) memdw(-8+def(esp))= def(ebp)

mov DWORD ebp+8,eax memdw(-4+def(esp))= def(ebp)

mov eax, DWORD ebp memdw(4+def(esp)) = def(memdw(def(esp)))

mov DWORD ebp-4,eax
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Concrete Semantics

Interpret

Instruction | =====) | State | mmm=) | State

ax = 10 ax = 30
Interpret bx = 20 bx = 20
cx = 30 cx = 30
add ax, bx =) ... ———
M[4000] = 50045 M[4000] = 50045
M[4004] = 20 M[4004] = 20

M[4008] = 30 M[4008] = 30
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Symbolic Semantics

Sym Interpret

Instruction | ====) | SymState |mm==) | SymState

ax = def(ax) ax = def(ax)+20
Sym Interpret bx = 20 bx = 20
cx = def(cx) cx = def(cx)
add ax, bx  ==) —

M[4000] = def(cx) M[4000] = def(cx)
M[4004] = 5005 M[4004] = 5005
M[4008] = def(4008) M[4008] = def(4008)
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Symbolic Semantics: Formal Sketch

Interpret: seq(Instruction) -> State -> State

where: State = LValue -> RValue
LValue = Register + Mem

RValue = Number
+ def(RValue)

Previous state + RValue op Rvalue

/ + op RValue

Unsimplified
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Algebraic Simplification

» Num op Num => Num

¢@amm Evaluate
» op Num => Num
» Expr + Num => Num + Expr

@amm Commute

» Expr * Num => Num * Expr

» Expl * (Exp2 + Exp3) => Expl * EXEZ + Expl * Exp3

Distribute
» Expl shift-right Num => Exp| * 2ANum

% Equivalent
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Semantic matches

push(esi)
mov(esi,-1545600507)
or(ecx,esi)
pop(esi)
push(edi)
mov(ecx,ebp) mov(edi,ebp)
sub(ecx,63) mov(ecx,edi)
mov(dptr(ecx+59),eax) pop(edi)
pop(ecx) push(eax)
Iea(ﬁ?xc,i\_/;/ptr(ebp-28)) mov(eax,63)
ush(edi
Enov(edi,1148415812) sub(ecx,eax)
pop(eax)

mov(dptr(ecx+59),eax)
pop(ecx)
lea(eax,wptr(ebp-28))
push(edi)
mov(edi,880280128)
push(esi)
mov(esi,268135684)
add(edi,esi)

pop(esi)
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Semantic matches

cmp(bptr(esi),al)

mov(bptr(edi),al)

cmp(al,0)

35

push(edx)
mov(dl,al)
cmp(bptr(esi),dl)
pop(edx)

mov(ebx,1684957510)

push(ecx)
mov(cl,al)
mov(bptr(edi),cl)
pop(ecx)

mov(cl,0)

push(ebx)

mov(bh,0)

cmp(al,bh)
pop(ebx)

mov(ebx,251658400)
xor(ebx,1802398182)

mov(ecx,1342369920)
mov(cl,69)
sub(cl,69)]
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Semantics to Word

esp = -8+def(esp)

eax = def(ebp)
memdw(-4+def(esp))= def(ebp)
memdw(4+def(esp)) = 20 + def(eax)
memdw(-8+def(esp))= def(ebp)

ebp = -4+def(esp)

<

eax = def(ebp)

ebp = -4+def(esp)

esp = -8+def(esp)
memdw(-8+def(esp))= def(ebp)
memdw(-4+def(esp))= def(ebp)
memdw(4+def(esp)) = def(eax) + 20

1

0Oda5678afdgfn732

36

memdw(-4+def(esp))= def(ebp)
ebp = -4+def(esp)
memdw(-8+def(esp))= def(ebp)
eax = def(ebp)
memdw(4+def(esp)) = def(eax) + 20
esp = -8+def(esp

SORT 3

eax = def(ebp)

ebp = -4+def(esp)

esp = -8+def(esp)
memdw(-8+def(esp))= def(ebp)
memdw(-4+def(esp))= def(ebp)
memdw(4+def(esp)) = def(eax) + 20

HASH

0da5678afdgfn732
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Semantics to ‘words’

» Challenge:

How to map equal semantics to the same word’?

» Solution:
, , . RValue = Number
Define canonical ordering + def(RValue)
RValue structures are ground + RValue op Rvalue

+
Use ordering over symbols op RValue

Account for commutativity
Sum-of-product form
Simplify
Word = Hash (md5, SHAI) of linearized semantics
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Limitations of (Block) Semantics

Should these be considered similar?

mov bh, 0 mov ch, O
cmp al, bh cmp al, ch
bh =0 ch =0
flag = def(al) <O flag = def(al) < 0

They produce different hash.
Determining similarity would be expensive.
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Limitations of (Block) Semantics

» Does not capture:

39

Register renaming

Memory address
reassignment

Code motion between
blocks
Evolutionary changes

Hashes good for strict
equality

» Solution:
Generalize semantics
Juice

Use n-Block semantics

Use fuzzy hashes
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Generalized Semantics (aka Juice)

mov bh, 0 mov ch, O
cmp al, bh cmp al, ch
bh =0 ch =0
flag = def(al) < O flag = def(al) < 0
A =N A =0
B =def(C) <N B =def(C) <N
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Generalized Semantics

code semantics

eax = def(ebp)

push ebp ebp = -4+def(esp)

mov ebp,esp esp = -8+def(esp)

sub esp,4 [ memdw(-8+def(esp))= def(ebp)

mov eax, DWORD ebp+4 memdw(-4+def(esp))= def(ebp)

mov DWORD ebp+8,eax memdw(4+def(esp)) = def(memdw(def(esp)))

mov eax, DWORD ebp
mov DWORD ebp-4,eax

* Inductive Generalization
Replace registers and
gen_semantics constants by variables

A = def(B),

B = N2+def(C),

C = N2+def(C),
memdw(E+def(C)) = def(B)
memdw(D+def(C)) = def(B)
memdw(F+def(C)) = def(memdw(def(C)))

where A, B, C are ‘registers’

N1 and N2 are ‘Int’
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Problem Hashing Juice

eax = 20 ebx = 40
ebx =40 ecx = 20
mem(def(eax)) = def(ebx) + 30 mem(def(ebx)) = def(ecx)
mem(def(ebx)) = def(eax) mem(def(ecx)) = def(ebx) + 30
R1=N1 R1=N1
R2 = N2 R2 = N2
mem(def(R1)) = def(R2) + N3 mem(def(R1)) = def(R2)
mem(def(R2)) = def(R1) mem(def(R2)) = def(R1) + N3

Logically similar, but different hash

R1=N1

R2 = N2

mem(def(R1)) = def(R2) + N3
mem(def(R2)) = def(R1)
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Hashing Juice

» Challenge:

Juice is non-ground
Variables are unordered

Similar juice may have
different hash

JRValue = Number

43

+ def(RValue)

+ RValue op Rvalue
+ op RValue

+ Variable

May be reordered

M//

R2 N2
mem(def(Rl)) def(R2)
.mem(def(R2)) = def(R1)

Solution:
Unify variant terms

R=N
mem(def(R)) = def(N)
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Juice after Unifying Variants

eax =20 ebx =20
ebx = 40 ecx = 40
mem(def(eax)) = def(ebx) + 30 mem(def(ebx)) = def(ecx)
mem(def(ebx)) = def(eax) mem(def(ecx)) = def(ebx) + 30
R1=N1 R1=N1
R2 = N2 R2 = N2
mem(def(R1)) = def(R2) + N3 mem(def(R1)) = def(R2)
mem(def(R2)) = def(R1) mem(def(R2)) = def(R1) + N3

Loss of semantics, same hash \ /

dup(R1 = N1, 2)
mem(def(R1)) = def(R1)
mem(def(R1)) = def(R1) + N3
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Malware as Document

Binary |»

Unpack |»

Disassembly

Binary >

45

Procedure

o

Procedure

Hash

Hash

Procedure -

Hash

Compiler Attributes
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APPLICATION
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Cyber Threat Intelligence

» “Network defense techniques
» that leverage knowledge about the adversaries
» and decrease an adversary’s likelihood of success”

» with each subsequent intrusion attempt.”

> Cyber Squared Inc, 201 3.
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Malware Intelligence

» MALWARE ANALYSIS DRIVEN CYBER THREAT] INTELLIGENCE
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Connecting Actors from Malware

¥ person, Group,
or Campaign

Inferred Relationship

—— Observed Relationship

s\ %6

®
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Code connects Actors

\/Syma ntec. ‘ Connect

n communiTy: Security €@  Blogs @  Security Response E

‘ Login or Register to particij

‘ i? Welcome to the new look of Symantec Connect. Click here to find out what's changed.

W32:ngu: The Precursor to the Next Stuxnet

ated: 24 Oc Translations available: B & 3E

l Symantec Security Response Jji | B “+1,1

V' Symantec. | Official Blog

Q* Share Eﬁﬂl Share this on Google+ as Arur

On October 14, 2011, a research lab with strong international connections alerted us to a sample that appeared to
be very similar to Stuxnet. They named the threat "Duqu” [dyt-kyii] because it creates files with the file name
prefix “~DQ". The research lab provided us with samples recovered from computer systems located in Europe, as
well as a detailed report with their initial findings, including analysis comparing the threat to Stuxnet, which we
were able to confirm. Parts of Duqu are nearly identical to Stuxnet, but with a completely different purpose.

Duqu is essentially the precursor to a future Stuxnet-like attack. The threat was written by the same authors (or

those that have access to the Stuxnet source code) and appears to have been created since the last Stuxnet file
was recovered. Duqu's purpose is to gather intelligence data and assets from entities, such as industrial control

system manufacturers, in order to more easily conduct a future attack against another third party. The attackers

are looking for information such as design documents that could help them mount a future attack on an industrial
control facility.

Stuxnet, Duqu, ... come from the same
factory or factories

Stuxnet and Duqu were written on the
same platform...by the same group of
programmers.

... linked specific portions of code
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Case Study
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Customer and Data

» Financial Services company profile
120,000 servers, 60 countries
Have in-house, trained staff in malware analysis

Separate Security Op and Threat Investigation Op
» Data

Selection of 463 Binaries
VirusTotal first seen: Jun 2006 to April 2014

Unseen: |8 binaries

Size: 95 percentile — 700Kb
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Partition Collection

Malware
Collection

| VB |

Malware I‘E‘Eﬁ;
Partitions

A SR
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Unpacking

» Our approach
Run program in a virtual machine
Watch it’s execution below the VM (in emulator)

Program doesn’t know it’s being watched
Determine when it's completed unpacking
Create a PE executable from memory image
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Similar binaries after unpacking

® &6 & o6 o

26b02c90e93dde5edsif{1297 . 58afab73220ca37233768db047 4db2cc22c85dd0adi58308a0d16b 7847b1ce687 1b4450d25415h6ac. 46414b35c2e327aTa46c7 1231319,

Linpack Unpacked Unpacked

Unpacked n Unpacked ~ Unpacked

» N = N = N =

o o v o o

Unpacked Unpacked

812daf9394060b0bc1df641df. 01d536b37553¢25213a2854a937a. . 10ecb4574ebbb7399a13fc96702... d781c2588c8ec?2(197¢9d01a6.COcfd1ald1c2defc8d21001106eb1..

® & & o

41e1710e5d4642bec45 8E26 . c2005dfe7ba2f1c11f2.

\ ‘ U Unpacked

Unnackedl

L N =
. <

A121b7e705d2b82a0e8b57d94 1., - 279d83fa5439c0936b...

Unpacked 371/463 binaries

® 6 & o

dafad523ddb0bacg567139bdee25 8ade 12986904 73618d79805ec23a.952976ec33a604 152 791c37f4d1... aBc7ceded 340c5074 3ddadfe:

Unpack: Unpacked Unpack: Unpacked
N »

“

700173099758645169f362dceblb.. 65fceedaeb39b040a7fed4840029

feSbe8159f20¢ 1a3 192e 57c3edadebdfd 1cde816212ce8263. .. 19742354 cBbdec0536... 2bac3caa’dB867d538

Ui Unpacked

Y Unpacked

- =

AC44641917dI90Be87 (1B febd26cf49e6860d51044282cd...

Different Binaries mapped to same MD5 after unpacking
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ase Study — Clusters found

o
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Selected cluster

-
s .
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d1945¢1642430044c53e907b%a7 .. —_ < ; V4 (N N
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Complete Subgraphs

cS?SihfS‘?afB?{]-’lﬂcﬂfaEaBSmDE.?f

_— Similar To

U e

3b37fd10355ab35cf3edfeB Tesbif... -
§ 24— SimilarTo

\/

. SimilarTo
sjmilgr To
34ef§ar§ 2929f42e453d Ocbea.../\ |\

Similar Ty
Similar To

Similar

Beac07aB658d6dba3b1363abf1.

521602430044 c53e907b9aTY. . = ‘h

) N/ X\ Ws'u.
Y BE1UbEB41b3 2&660?8808107@78 Sieftar T8 Similar To
Similar Yo Sifnitae10 s|m||)~‘\"T- milar/fa S i ||arhd435fdbe121dand03damdacﬂf25

To

) Slm” T’; SlmllarTo
. Similar To ‘
frO68f830dd41f27 adad0fTecefbife...
|~

Bgmgqganaaﬂcafailbfwm?8{11 7
Sy}
/1&&&8?928&!?8“8352&9%?&'& BTbE8163558f3c0cTe19b4f90e3e...

Similar To
[ b |
012c1baBb5basbchB2155eb9b7e. .

______________ Ocf218dac10416bb7e2e8173f8ddDb...

} 58 I I =V AT (W) =ndivi I ] e\ 1




Reorganize

Memory Resident Worms, ~ Adwares Keyloggers
Backdoors Trojan Downloaders Password Stealers
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Validation using Deep Inspection
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Validating Clusters using Bindiff

» Select a pair of binaries matched by VirusBattle

» Perform side-by-side-comparison using Zynamics’ BinDiff.
BinDiff is an interactive tool for comparing two binaries.

In contrast,VirusBattle helps in locating similar binaries in a
large collection.
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Investigating matches in two binaries

Procedures in
one binary

&

Matching
procedures in
second binary

Level of
similarity
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Drill down to matching two procedures

d
¥

CFG of a CFGofa

procedure in | | matching
one binary S - procedure in
: the second
binary
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Drilldown to matching code

—. o
00430185 sub_430185 00.° 0042F9B5 sub_42F9B5 0o0.
0043020E mov eax, ss:[ebptvar 110 00-;1 0042 FROE mov eax, ss:[ebptvar 110 00.
004302E4 sub eax, s5s: [ebp+tPoint 00 0042FB14 sub eax, s5s: [ebp+Point aa.
004302Ea lea esi, ss: ebp+Foint ao 0042FR1A lea 251, ss: ebp+Point 00.
004302F0 cdg aa 0042FB20 cdg aa.
004302F1 sub eax, edx OCI Q042FB21 sub eax, edx aa.
004302F3 mov ecx, eax OCI QQ42FBE23 mov ecx, eax 0Q.
004302F5 mov eax, s5s5:[ebptvar 10C 005 0042FB25 mowv eax, ss:[ebptvar 10C 0a.
004302FB sub eax, s55:[ebp+Point ._-:: 0042FB2B sub eax, ss5:[ebp+Point —
00430301 sar ecx, bl 1 > Q0042FB31 sar ecx, bl 1
00430303 add ecx, ss:[ebp+Point . 0042FB33 add ecx, ss:[ebp+Point
00430309 cdg 0042FB39 cdg
0043030A sub eax, edx 0042FB3A sub eax, edx
0043030C sar eax, bl 1 0042FB3C sar eax, bl 1
0043030E add eax, s55:[ebp+Point 0042FB3E add eax, s5s:[ebp+Point
00430314 push 2ax 0042FB44 push 2ax
00430315 push BCX 0042FE45 push =3 4
00430316 sub esp, 0xl0 0042FB46 suk esp, Oxl0
00430319 mow edi, esp 0042FB49 mowv edi, esp
0043031B push ss: [ebptvar 11C 0042FB4B push ss: [ebptvar 11C
00430321 movsd 0042FB5H1 movsd
00430322 movsd Q042FB52 movsd
00430323 movsd 0042FBH3 movsd
00430324 mowv ecx, ebx Q042FB54 mov ecx, ebx
00430326 movsd Q042FB5A movsd
00430327 call suk 42F3A7 0042FBET call sub 42EBD7
0043032C Mo esi, ss: [ebptvar 11C O042FBAC mov esi, ss: [ebptvar 11C
L4 ¥ _ ¥
L85 sub 430185 00430185 sub 430185 B‘BS sub 42F9B5 0042F9B5S sub 42F9B5
332 rnov- 2ax, =5: ebp+var_1OC 0043037D rnov- EEEBEQ rnov- 2ax, =55 ebp+var_1OC 004 Z2FBAD rnov- ]
338 sub eax, ss5:[ebp+Point 00430383 push (EEBEB sub eax, ss:[ebpt+Point 0042FBE3 push {
33E push Ox114 00430388 XOT EEEBEE push 0Ox114 0042FEB8 XOT 3
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Closing...
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Summary

» Malware Variant Generation Process
Manual — usual lifecycle
Automated — for protection
» Managing very large collection of malware
Use information retrieval
Derive features from semantics
Normalize representation to enable string comparison

» Semantic analysis
Combine sound analysis (a la, compilers)
And unsound analysis (probabilistic)

» Application
Connect actors through shared code
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